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Dr. Shekhar C.Mande = COUNCIL OF SCIENTIFIC & INDUSTRIAL RESEARCH.
Secretary Department of Scientific & Industrial Research

Government of India T ¥
Department of Scientific & Industrial Research (Ministry of Science and Technology)
and Director General Anusandhan Bhawan, 2 Rafi Marg, New Delhi-110001

| am delighted to learn that CSIR-1ICT, in its Platinum Jubilee Year, is conducting 4t Indo-
US Workshop on “Chemical Security” on 15-16 July 2019 in association with Pacific
Northwest National Laboratory (PNNL, US Department of Energy (DoE), USA and US
Department of State Chemical Security Program (CSP), USA.

This workshop is indeed reflecting the relevance of the topic to the core objectives of the
Government of India, with a special reference to the Chemical Sector, which plays a key
role in the human and environmental health. With the ever increasing problems
associated with the utilization of chemicals for destructive purposes, the supply chain
management (SCM) becomes a central topic for all the stake holders, like vendors,
manufacturers and buyers, besides the people those who manage them at different
locations and specifically during transportation.

I am very glad to notice that, US organizers have long term plans to expand the horizon to
conduct series of such joint workshops every year, not only in India, but in other Asian
countries also, to highlight the problems associated with the use of Chemicals that have
Dual-purpose and enlighten the community, to safeguard the global population.

%

[ Shekhar C. Mande ]

1 wish all the success for the Indo-US Workshop 2019.

New Delhi
July 9, 2019

Telephone : 23710472, 23717053, Fax : (91-11) 23710618, Email : secy-dsiri@eov.in; decsir@esirres.in ard dg'acsivres.in
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Director

Message

I am very glad to learn that the 4™ Indo-US Workshop on “Chemical Security” is being
organized in July 2019, both in Ahmedabad (Gujrat) and Hyderabad (Telangana). I feel
honoured to be associated with this series of workshops since the 1% such event conducted by
CSIR-Indian Institute of Chemical Technology in 2016, being sponsored by Pacific
Northwest National Laboratory (PNNL), of US Department of Energy (DOE), USA and US
Department of State Chemical Security Program (CSP), USA.

I am delighted to note that two day Indo-US Workshop 2019 on “Strengthening Supply
Chain Security in the Pharmaceutical and Contract Chemical Synthesis Industries”, are
being conducted by Gujarat University, Ahmedabad, Gujarat (India) on July 10-11, 2019 and
CSIR-Indian Institute of Chemical Technology, Hyderabad (Telangana, India) on July 15-16,
2019 jointly by Pacific Northwest National Laboratory (PNNL), of US Department of
Energy (DOE), USA and US Department of State Chemical Security Program (CSP), USA.
As the Supply Chain Management occupies the central space for the manufacturing, with
Make in India, Smart Cities and other new initiatives taken up by the Government of India,
the two workshops on SCM acquire utmost importance with a special reference to the
Chemical Industry, as it is the single that takes care of Human Well-being. With the
globalization, ever-changing dynamics on the focus for the manufacturing in different regions
of the Globe, development of effective and efficient strategies for SCM become nerve centre
for any kind of manufacturing. The appropriately selected workshop syllabus to address the
concerns of the stake holders, and faculty chosen both from India and USA, the experienced
experts and the participants both from the academics and industry, would undoubtedly be
able to impart requisite insights. I am sure, at the end of workshop, you all be going back new
and relevant data. All my best wishes for a great success for the two noble endeavors at

Ahmedabad and Hyderabad.
A J‘,\, ==
K /

(S. Chandrasekhar)
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MESSAGE

For more than 50 years, the Pacific Northwest National Laboratory (PNNL) has advanced
the frontiers of science and engineering in the service of humanity. We make fundamental
scientific discoveries that illuminate the mysteries of our planet and the universe. We apply
our scientific expertise to tackle some of the most challenging problems in energy, the
environment, and security. We are honoured to represent the U.S. Department of State's
Chemical Security Program in their efforts to enhance supply chain security and customer
vetting in the pharmaceutical and specialty chemical sectors. In particular, our concern is
the protection of dual-use chemicals; however, but the information provided in this
workshop will also benefit other supply chain security objectives.

It is a privilege to combine forces in presenting this workshop with our distinguished
partners from the Indian Institute of Chemical Technology, Gujarat University, Gujarat
Forensics Science University, and other institutions and organizations. We look forward to
continuing this engagement with our Indian and Bangladeshi colleagues -- to work together
toimprove chemical security around the world.

On behalf of Dr. Steven Ashby (Director of PNNL) and Jack Dishner (U.S. Department of
State's Chemical Security Program), I warmly welcome you to this workshop.

Clifford S. Glantz
Chemical Security Project Director and Senior Staff Scientist
Pacific Northwest National Laboratory







Indo-US Workshop on
Strengthening Supply Chain Security in the
Pharmaceutical and Contract Chemical
Synthesis Industries

July 15-16, 2019

CSIR-Indian Institute of Chemical Technology [IICT]
Hyderabad — 500 007

Theme of the Workshop

We are pleased to announce the presentation of Indo-US workshops at two locations
(Ahmedabad — Gujarat and Hyderabad - Telangana, India) to strengthen chemical security
awareness, to improve supply chain security, and enhance customer vetting in pharmaceutical
and contract chemical synthesis industries.

Chemical security may be lax with poor security awareness; inadequate regulations; and little
appreciation of how to identify, select, and implement risk-based, cost-effective security
controls.Around the world, there is an immediate need for the decision makers (senior leaders,
facility managers) and security personnel, emergency planning and response personnel to use
appropriate tools to deter and mitigate potential security threats against facilities that
manufacture, use, or store significant quantities of hazardous or weaponizable chemicals.
Specifically, the pharmaceutical sector in the Asian region (e.g. India, Bangladesh, Indonesia,
Malaysia etc.) faces substantial security risk from the theft or diversion of weaponizable
chemicals and terror attacks. This risk is increasing as the region becomes a major world center
for “end-to-end” drug discovery, manufacture, and distribution. The rapid growth in this industry
has led to the proliferation of firms up and down the supply chain who routinely synthesize or
distribute significant quantities of hazardous or weaponizable chemicals.

This workshop will build chemical security awareness and provide cost-effective techniques for
implementing customer vetting and other supply chain security best practices for the
pharmaceutical and contract chemical synthesis industries. In particular, the workshops propose
to promote awareness and education in technical communities, support the adoption of customer-
vetting programs in the chemical sector, and enhance security coordination and communication.



Who Should Attend?

The target audience for the workshop includes personnel from pharmaceutical or speciality
chemical firms and their suppliers and distributors. This includes firms that span a broad
spectrum of sizes - from large firms to those firms who produces products with quantities in the
range of 1 to 100 kg. In particular, the workshops invite attendees who are:

Industry decision makers and facility managers

Company safety and security personnel

Facility emergency planners

Managing the transportation or distribution of weaponizable chemicals

Government security officials and law enforcement authorities

Academicians who train people who are working in the pharmaceutical and specialty
chemical sector or potential future sector employees.

Workshop Syllabus

The tentative syllabus for the workshop covers the following topics:

Raising security awareness throughout the product lifecycle.

Identifying security weaknesses in the industry’s supply chain management.

Identifying high-value and cost-effective security controls that can improve security
within the supply chain (e.g., security in product and process design, role and
responsibility assignments, selection of suppliers and vendors, product procurement,
workforce management and security training, inventory management, theft prevention,
security monitoring, transportation, product disposal).

Improving incident response and security event reporting.

Characterizing potential terrorist capabilities to divert or steal pharmaceutical chemicals,
intermediates, and/or end products.

Understanding threats to public safety and security from a potential terrorist
attackinvolving the use of weaponizable chemicals obtained from the pharmaceutical and
contract chemical industry or from the associated supply chain.

Each workshop will be run as a residential event to encourage intense interactions amongst the
participants.
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The Workshop Organizers

The U.S. partner at the workshop is Pacific Northwest National Laboratory (PNNL) and their work is
sponsored by the U.S. Department of State’s Chemical Security Program (CSP). The Indian workshop
partners include the CSIR-Indian Institute of Chemical Technology, Gujarat University and GFSU,
Gandhinagar, Gujarat. This workshop is a follow-up to the chemical security vulnerability assessment
workshops conducted in Hyderabad, Chandigarh and Visakhapatnam in 2018 and Hyderabad in 2016; and
the agrochemical security workshops conducted in 2017 in New Delhi, Ahmedabad, and Hyderabad.

Patrons, Advisory and Organizing Committees

Dr. Shekar Mande, Director General, CSIR, New Delhi, India

Dr. S. Chandrasekhar, Director, GSIR-1ICT, Hyderabad, India

Dr. J. M. Vyas, Director General, GFSU, Gandhinagar, India

Prof. H. A. Pandya, Vice-Chancellor, Gujarat University, Ahmedabad, India

Mr. Jack Dishner, Chemical Security Program, Department of State, Washington D.C., USA

Advisory Committee

Dr. Clifford S. Glantz, PNNL, Richland, WA, USA

Dr. Radha Kishan Motkuri, PNNL, Richland, WA, USA
Dr. P. Radhakrishna, CSIR-1ICT, Hyderabad, India

Dr. B. Jagadeesh, CSIR-IICT, Hyderabad, India

Organizing Committee

Dr. V. K. Jain, Gujrat University (Co-ordinator, Ahmedabad)

Prof. S. K. Mehta, Panjab University, Chandigarh

Dr. K. Ravindranath, Chief Scientist, CSIR-IICT (Co-ordinator, Hyderabad)
Dr. S. Prabhakar, Principal Scientist, CSIR-1ICT (Convenor, Hyderabad)
Dr. K. Srinivas, Principal Scientist, CSIR-1ICT, Hyderabad

Dr. B. V. Subba Reddy, Chief Scientist, CSIR-IICT, Hyderabad

Dr. G. V. M. Sharma, Chief Scientist (Rtd.), CSIR-IICT, Hyderabad

Dr. D. Krishna Rao, CSIR-IICT (Office Secretary, Hyderabad)

For further information, please contact one of the following USA / India representatives:

India

Prof. V.K. Jain Dr. Manthan Panchal Prof. S.0. Junare Dr. K. Ravindranath  Dr. S. Prabhakar

Gujarat University, Anmedabad  Gujarat University, Ahmedabad GFSU, Gandhinagar CSIR-IICT, Hyderabad CSIR-IICT, Hyderabad

Tel: f91 -79-26300969 Tel: +91-9033238633 Tel: +91-7923977144 Tel:+91 944 080 2808 Tel: +91 944 107 0036

drvkjain@hotmail.com Panchal_manthan@ymail.com dir_fs@gfsu.edu.in kajiam@iict.res.in prabhakar@iict.res.in
USA

Dr. K. Srinivas  Dr. G.V.M. Sharma pr, Clifford Glantz  Dr. Radha Kishan Motkuri  Dr. John Cort

CSIR-IICT, Hyderabad ~ CSIR-IICT; Hyderabad PNNL, Richland PNNL, Richland PNNL, Richland

Tel:+91 917 759 7871 Tel: +91-9440802785 Tel: +1 509-375-2166 Tel: +1 509-371-6484 Tel: +1 509-371-6334

kantevari@gmail.com sharmagvm@gmail.com cliff.glantz@pnnl.gov radhakishan.motkuri@pnnl.gov  John.Cort@pnnl.gov
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Technical Program

Program - July 15, 2019

09h00 - 09h30: Registration
09h30 - 10h00: = Opening Ceremony

Welcome Remarks and Greetings

Introduction of US and Indian Invitees

Purpose and Goals of the Workshop

Opening address

Introduction of Instructors and Participants

10h00 - 10n30: | High Tea

Chairman: Dr. P. G. Rao (L1 and L2)

Technical Session - 1
10h30 - 11h00: L1
30 min

Technical Session - 2
11h00 - 11h20: = |2
20 min

Dr. S. Prabhakar / Dr. K. Srinivas, CSIR-IICT, India
Perspective on the Security of Dual-Use Chemicals

Dr. Clifford Glantz, PNNL, USA

Examples of Security Risks in Supply Chain and Customer Vetting

Security risks associated with sabotage, loss of intellectual property, failure to vet
customers

Real Worlds Incidents: German steel mill, Ukraine Grid, Saudi petrochemical
facility, and others

Chairman: Dr. B. Gopalan (L3, L4 and L5)

Technical Session - 3
11h20 - 11h45: = L3
25 min

Dr. Clifford Glantz, PNNL, USA

Threats and Consequences

Insiders, criminals, terrorists, nation states, and other external threats
Types of attacks physical, cyber, and blended

Design basis threats and consequences (Confidentiality, Availability, and Integrity
Impacts)

Ways to enhance security: Predict, Prevent, Detect, and Respond to attacks

11h45-12h30: L4
45 min

Dr. Radha Kishan Motkuri, PNNL, USA
Exercise-A

Given the characteristics of an example chemical company and the capabilities of
an identified adversary -- identify security problems.




Technical Session - 4

12h30-13.00: ' L5  Dr. John Cort, PNNL, USA

30 min Supply Chain Security and Customer Vetting Background Information

What is Supply Chain Security and Supply Chain Management?
Introduction to customer vetting

The difference between defense and resilience

13h00 - 14h00: = Lunch

Chairman: Prof. V. K. Jain (L6 and L7)
14h00 - 14h45: * L@  Dr. Radha Kishan Motkuri, PNNL, USA
45 min Exercise -B

For the problematic facility in the previous exercise, identify potential security and
resilience practices that can be adopted to better secure the supply chain

Technical Session - 5
14h45 - 15h15: L7 Dr. M. Surianarayanan, CSIR-CLRI, India
30 min Security Vulnerabilities in the Indian Supply Chain

Vulnerabilities may exist throughout all the links in the supply chain and product
lifecycle

Review some of the key supply chain vulnerabilities, with an emphasis on those
that may of the most concern in India and neighboring countries.

15h15 - 15h30: High Tea

Chairman: Prof. S. K. Mehta (L8 and L9)

15h30 - 16h15: Dr. Radha Kishan Motkuri, PNNL, USA
45 min L8 Exercise -C

For the problematic facility in the previous exercises, discuss and identify potential
vulnerabilities in the supply chain

Technical Session - 6

16h15-17h00: | L9  Dr. John Cort, PNNL, USA
45 min Security Engineering

Supply chains can be securely engineered to prevent abuse and crime.

Approaches to reduce the risks of threats and vulnerabilities can be strategic,
tactical, or both.

Layered defences, Building security into equipment, Incident response, and event
reporting.

Day - 2 Program - July 16, 2019

Chairman: Mr. K. Ravindranath (L10 and L11)
Technical Session - 7
09h15-10n00: 'L10  Dr. John Cort, PNNL, USA

. Supply Chain Security and Customer Vetting Best Practices
45 min pry / /

Addressing People, Processes, and Equipment New technologies (e.g., RFID chips,
digital monitoring, block chain)




10n00 - 10h45: 'L11  Dr. Radha Kishan Motkuri, PNNL, USA
45 min Exercise-D

Discuss the pluses and minuses of various supply chain security and customer
vetting best practices for the chemical sector.

10h45 - 11h00: | High Tea
Chairman: Dr. G. V. M. Sharma (L12, L13 and L14)
Technical Session - 8

11h00 - 11h45: |12  Dr. C. Sudhakar, CSIR-IICT / Mr. V. V. Sasi Kumar, Govt. of Telangana and
45 min Dr. John Cort, PNNL, USA

International and Regional Security Standards
Applicable standards in India and Bangladesh

ISO/PAS 28000:2007 -- Specification for security management systems for the
supply chain

International standards (e.g., International Ship and Port Facility Security Code,
Global Container Control Programme)

US Standards Chemical Facility Anti-Terrorism Standards (CFATS), Customs Trade
Partnership against Terrorism (C-TPAT), Container Security Initiative (CSI).

Technical Session -9

11h45-12h15: |13  Dr. Clifford Glantz, PNNL, USA
30 min Asse;smg Supply Chain Security
Security assessment models
Modeling the maturity of supply chain security programs.

12h15-13h00: 'L14  Dr. Radha Kishan Motkuri, PNNL, USA

45 min Exercise-E
Apply a simple maturity model to evaluate the supply chain security of a company

13h00 - 14h00: ~ Lunch

Chairman: Dr. John Cort (L15 and L16)
Technical Session - 10
14h00 - 14h30: 'L15 Dr. Clifford Glantz, PNNL, USA

30 mi Security Costs and Making Effective Security Decisions
min Assessing supply chain security costs

Supply chain security must be cost-effective and can result in cost savings
Balancing risks and costs
Presenting results to decision makers

14h30-15h20: |16  Dr. Radha Kishan Motkuri, PNNL, USA
Exercise-F

Make risk management decisions on supply chain security improvements given a set of
identified vulnerabilities, potential security fixes and their costs, and a limited budget.

LRl Closing Ceremony 20 min

Chairman: Dr. Clifford Glantz, PNNL, USA

Discussion on the two days deliberations
Impressions of the participants
Discussions on the Future Perspectives of Chemical Security

50 min
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Session 1
Biosketch of Dr. K. Srinivas

Dr. Srinivas Kantevari
Principal Scientist & Associate Professor of AcSIR
Fluoro & Agrochemicals Division

CSIR-Indian Institute of Chemical Technology Hyderabad-500 007
E-mail: ksrinivas@iict.res.in; kantevari@gmail.com

Dr. Srinivas Kantevari is affiliated to Fluoro & Agrochemicals Division, CSIR-Indian Institute of
Chemical Technology. Dr. Srinivas Kantevari obtained his B.Sc. degree in chemistry (1989)
from Andhra Loyola College, Vijayawada and Master degree in applied chemistry (1991) from
National Institute of Technology (NIT) Warangal and Ph.D. organic Chemistry (1996) from
Department of Chemistry, Indian Institute of Technology (IIT), New Delhi. He was research
associate (1996-97) at National Institute of Immunology (NII) New Delhi. Later, he was a post-
doctoral fellow (2001-2003) and research associate (2006-2008) with Prof. Graham Ellis-Davies,
Department of Pharmacology and Physiology, Drexel University College of Medicine,
Philadelphia, USA. He has been associated with CSIR-Indian Institute of Chemical Technology
(IICT) since 1997 and presently he is Principal Scientist and Associate Professor of Academic of
Scientific and Innovative Research, New Delhi. Dr. Kantevari is associated with several
industries in process development of agrochemicals, APIs and their intermediates.

His core research interests are in organic chemistry, and able to successfully carry out
extensive basic and applied research investigations in the chemistry of new molecules of
biological relevance. He also developed several processes for APIs and drug molecules of
interest and involved in transferring the technologies. Dr. Srinivas Kantevari has authored 98
peer-reviewed scientific papers in international journals of repute and >50 invited lectures at
national and International conferences. He has five patents to his credit. He has supervised eight
Ph.D. students and 28 M. Sc and M. Pharmacy students completed their project work. Currently
six students are pursuing their Ph.D. five students are doing their project work. Dr. Srinivas
Kantevari contributions have acclaimed recognition from honourable subject experts around the
world. Dr. Srinivas Kantevari is actively associated with different societies and academies. Dr.
Srinivas Kantevari academic career is decorated with several reputed awards and notable one is
recipient of Indo-Australia biotechnology fund of DBT.


mailto:ksrinivas@iict.res.in
mailto:kantevari@gmail.com

Biosketch of Dr. S. Prabhakar

Dr. S. Prabhakar

Principal Scientist & Associate Professor of AcSIR
Analytical Department

CSIR-Indian Institute of Chemical Technology,
Hyderabad-500 007

E-mail: prabhakar@iict.res.in, prabhakar.iict@gov.in

Dr. Sripadi Prabhakar obtained his B.Sc. degree in chemistry and biology (1989) and M.Sc.
degree in organic chemistry (1992) from Osmania University, Hyderabad, India. He performed
his doctoral work on the development of mass spectral techniques for stereochemical problems
and received a Ph.D. degree in chemistry (1997). After completing his Ph.D., he joined as a
Scientist at the National Centre for Mass Spectrometry, CSIR-Indian Institute of Chemical
Technology, Hyderabad. He is continuing his research on the application of mass spectrometry
in organic and biological chemistry including the special topic on analysis of chemical warfare
agents and their degradation products in environmental samples. He achieved postdoctoral
fellowship (2007-2009) at the Department of Chemistry, George Washington University, USA,
and a postdoctoral fellowship (2001-2003) at Oxford Glycobiology Institute, University of
Oxford, Oxford, UK. His research interests include detection and identification of chemical
warfare agents and their degradation products in environmental samples, metabolite profiling of
body fluids, shotgun metabolomics for clinical use, targeted metabolomics, study of isomeric
compounds and gas-phase rearrangements, isolation and quantification of small molecules in
biological fluids (pharmacokinetics). Right from inception, he has immense contributions to the
Centre for Analysis of Chemical Toxins (CACT), CSIR-IICT, which is an ISO/IEC 17025
(NABL) accredited laboratory for the off-site analysis of chemicals related chemical weapons
convention. The centre obtained OPCW designation status in 2008 and the team is regularly
participating in official OPCW PTs to retain the designation status. He was awarded 'Eminent
Mass Spectrometrist' award by ISMAS in 2013. He serves as a Life Member for the Indian
society for mass spectrometry and the Indian Society for Analytical Scientists, and as a Fellow of
the Telangana Academy of Sciences, Hyderabad. He is a member of editorial board for the Rapid
Communications in Mass Spectrometry, Journal of Chemistry and Science Journal of Medicine.
He has published 145 research papers in peer-reviewed international journals and supervised
twelve Ph.D. students. He is a certified GLP inspector and technical assessor for NABL.


mailto:prabhakar@iict.res.in
mailto:prabhakar.iict@gov.in

Perspectives on the Security of
Dual-Use Chemicals

Dr. S. Prabhakar / Dr. K. Srinivas

CSIR-Indian Institute of Chemical Technology
Hyderabad-500 007, Telangana State, INDIA
prabhakar@iict.res.in, ksrinivas@iict.res.in
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Touching Lipes
What chemicals are of most concern for diversion?
Common laboratory/industrial chemicals that would be targeted by
someone for illegal reasons (chemical weapon/explosive/drug)
Chemical Safety
To Prevent/protect against chemical laboratory accidents @@
Chemical Security ‘
To prevent/protect against the misuse of chemicals for non-peaceful
purposes |
Both ensure protection of: E
Workers, Plant facility, Community, Environment, Economy
]
° ‘;_ [ X J
“i Dual use chemicals? .I'[i
Chemicals used in industry or everyday life that can also be used in bad
ways - ; -

_

Legal and lllegal use Gaed T Bad

'

—GBE How dual use chemicals can be used (bad ways)?

= -Chemical weapon precursor
-Explosive precursor i

-Drug precursor
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Il‘@a, Many industrial chemicals 'I'[i
e have dual uses
* Dimethyl methyl phosphonate (DMMP)

— Flame retardant for:

* building materials, furnishings, transportation
equipment, electrical industry, upholstery

— Nerve agent precursor
* Thiodiglycol
— Dye carrier, ink solvent, lubricant, cosmetics, anti-arthritic

drugs, plastics, stabilizers, antioxidants, photographic,
copying, antistatic agent, epoxides, coatings, metal plating

— Mustard gas precursor
* Arsenic Trichloride

— Catalyst in CFC manufacture, semiconductor precursor,
intermediate for pharmaceuticals, insecticides

— Lewisite precursor

=
® .m.m‘..i e 0
||@i Dual-use chemical example 'I'[i
Industrial chemical
/— ‘.-

Sodium Azide (NaN,)

» Used in agriculture (farming) for pest control

» Used in automobile airbags
(Electrical charge convert to nitrogen gas inside the airbag)

Chemical preservative in hospitals and labs. laboratories.

« Reacts explosively with metals

— Biological laboratory drains have exploded from discarded waste
solutions containing NaN, as a preservative.

« When poured into a drain, release toxic gas (harm)
Hydrazoic acid

» The most commonly reported health effect from azide exposure is
hypotension (abnormal low blood pressure)

» Fatal doses occur with exposures of 700 mg (10 mg/kg).
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1 ot Dual-use chemical example
ney  obuw s > T
e Diversion of Industrial chemical
‘Potassium Chlorate (KCIO,)’
* Herbicide Bali bombing 2002
* Kill grasses and weeds non- » One ton of potassium chlorate

agricultural sites
» '56’ Active products containing sodium
chlorate as an active ingredient

e

, r Van Bomb:
Other agro chemicals: Potassium chlorate

Sodium chlorate Aluminum powder
Calcium chlorate
Magnesium chlorate

i
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(b 0
n=s Dual-use chemical example 'I'[i
“Chlorine”

Legal Use
Manufacturing of chlorinated compounds
- Organic chlorine compounds
(PVC, ethylene chlorides)
- Inorganic chlorine compounds (HCI, PCl,)
- Disinfecting and bleaching products

lllegal Use
Chlorine gas cylinders blown up
(using explosives)

Syrian regime strikes targets in Hama with chlorine gas

World War | as a chemical weapon
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. Cyanide
Ammonium nitrate

Cyanide (Sodium cyanide) Ammonium Nitrate (NH,*NO’)

Legal Use Legal Use

Used in production of agrochemicals Used in Agriculture

(herbicides and pesticides) Industrial explosive

lllegal Use lllegal Use

Poison ANFO (Ammonium nitrate/fuel oil) is a

Precursor to HCN ( a CW agent) widely used bulk industrial explosive.

How Dangerous Is the Sodium Used Nasti |y
Cyanide at the Tianjin Explosion S—

| m&uumhommm
Site? -

-

G
%gz:'.' 5
; Aug 2015

o 2

hittp:/fwww.scienzagiovane-finibo. it/inquinamei
Sl ofimages/FOTOZA PG ,
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| BaEE Dual-use chemical example 'I'['i
R ‘Urea’

0 i -

Fertil_i_zer in Agriculture | HNO, )OC NO3
' Ho,N” NH, - H,N” “NH,
Urea Urea nitrate

2012-13 t0 2016-17 (Thousand tons)

Year Urea

2013-14 31192

2014-15 32029
2015-16 32858

2016-17 33677

2017-18 33754

Fertilizers and their use in
India




Thiodiglycol and thionyl chloride

Cl/\\/OH SCI2
'Ethylene
Na,S s Chlorination
(o) HO TN oH o~
K,S Thiodiglycol  Thionyl chloride (SOCI,) Sulfur Mustard
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Phosgene Chemistry
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Thionyl Chloride

Thiodiglycol
Amino ethanols

Sulfur Mustards
Nitrogen Mustards

Exposure Limits

www.cdc.gov/niosh
Naticnal Institute for Occupational Safety and Health (NIOSH)
Recommended Exposure Limits (RELS)

www.osha.gov
Occupational Safety and Health Administration ((OSHA)
Permissible Exposure Limits (PELs)

www.ilo.org

International Labour Organization
Occupational exposure Limits (OELs)
Maximum Exposure Limits (MELSs)

www.hse.gov.uk
Health and Safety Executive
Control of substances Hazardous to Health (COSHH)
Workplace Exposure Limits (WELSs)
Long term (LTEL)
Short term (STEL)




Definitions

IC50

Indicates the concentration in air necessary to incapacitate or

disable 50% of exposed and unprotected

inhalation of the agent.

LC50

individuals through

Indicates the agent concentration in air necessary to kill 50% of
exposed and unprotected individuals through inhalation of the agent.

LD50

The amount of liquid or solid material required to kill 50% of exposed
and unprotected individuals. The agent enters the body through skin

absorption unless indicated as ingestion.
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Attack in Matsumoto (1994) Tokyo
subway (1995) in Japan - used
Sarin gas — 19 people killed, a
large number of injuries

Many times used in Syria

Ghouta chemical attack in Syria
(2013) — Sarin gas used; thousands
of people died.
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Dugway Sheep Incident in USA
(1968), nerve agent killed 6000

sheeps
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The Telegraph HOME & NEWS  SPOR
News

UK World Politics ~ Science  Education  Health  Brexit = Royals  lnvestigations

Malaysia decontaminating
airport after revealing North
Korean agents 'assassinated Kim
Jong-nam with highly-toxic VX
nerve agent'




SULPHUR MUSTARDS 1

Mainly causes bone-marrow suppression, neurological and gastrointestinal toxicity
in human body.

Exposure Limits

= |nhalation

v" Up to 100 to 200 mg-min/m3 causes airway injuries in the body.
» Eye/Skin contact
v" Median incapacitating dose in vapour form is 200mg-min/m3.

v" When eyes are directly exposed to these vapours it produces eye
lesions in the range of 12 to 70 mg-min/m3 of exposure.

v"In the form of liquids nearly 10 small droplets are capable of
producing blisters on skin.

Lethal Limit 100 to 200 mg-min/m3 (vapour form)
100mg/kg or 1 to 1.5 tsps (liquid)

BLOOD AGENTS I
e.g. HCN, CNCI

= Do not typically affect the blood
* |nterrupt the production/function of blood components

« Prevent the normal utilization of oxygen by body tissues

« Interrupt the electron transport chain in the inner
membranes of the mitochondria.

« Inhibit certain specific enzymes (Systemic agents)
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HYDROGEN CYANIDE [IC)

Inhalation

d  Poisoning occurs within seconds to minutes of direct exposure.

d Rapid olfactory fatigue occurs on intake of vapours, but its odour is
detectable in the range of 2 to 10 ppm.

Skin/Eye contact

d Systemic poisoning takes place within 30 to 60 min of its contact
with the body

Permissible exposure limit: 10 ppm (15 min)
Acute exposure level: 2.5 ppm (10 min) and 1 ppm (nearly 8 hrs)

ARSINE

Permissible Exposure Limit — 0.05ppm

Lethal or leads to death when exposure is beyond 3ppm

Acute exposure level- 0.3ppm(for 10 min ) and 0.02ppm (for 8hrs
range)

CHOCKING AGENTS I

E.g. Cl;, and phosgene, diphosgenes, nitric oxide and
perfluoroisobutylene (PFIB)

» Injure the respiratory tract (nose, throat, lungs)

« In extreme cases, “choke”
(the lungs filled with liquid and death due to lack of oxygen)

« Phosgene reacts with the —SH, -NH and —-OH groups of
biological macromolecules

« PFIB is a byproduct from overheating of Teflon
(10-times toxic than phosgene)
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CHLORINE
Permissible exposure limit: 1 ppm
Lethal limit: 10 ppm

» Acts as airritant beyond 0.32 ppm
* Maximum bearable: up to 3 ppm (can take protective actions)

CHLOROPICRIN

Recommended exposure limit : 0.7mg/m3 or 0.1 ppm
* |IDLH (Immediately dangerous to life and health): > 4ppm
* Intolerable pain is caused when ingested 7.5ppm for 10 minutes

PHOSGENE

Permissible exposure limit: 0.1 ppm
= |DLH (Immediately dangerous to life and health): > 2ppm
=  Maximum bearable: upto 0.2 ppm (can take protective actions)

=

RIOT CONTROL AGENTS 10

(Irritants, lachrymators, harassing agents, tear gases)

E.g

2-chloroacetophenone (CN),
2-chlorobenzilidenemalononitrile (CS)
Dibenz-1,4-oxazepine (CR)

« Cause temporary incapacitation by irritation of the eyes

* On exposure, they cause pain in the eyes, flow of tears
and skin irritation.

Three types
Lachrymators (tears, eye irritation)
Sternutators (sneezing and respiratory tract irritation)
Vomiting agents
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Lysergic acid diethylamide 3-quinuclidynyl benzilate
(LSD) (BZ)
« Changes in thought, perception and mood
» No major disturbances in the autonomic nervous system
« Stimulates the sympathetic nervous system in the mid brain
that affects the biochemistry of psychic functions
« Low doses (<10 mg) cause psychotic disorders
(such as loss of feeling, paralysis, hallucinations, etc.)
- LSD :aerosol (IDsg) 6 pg/kg
+ BZ (25-times more potent than atropine); ID5, for BZ is 6
Hg/kg
+ Less than 1 mg of BZ can produce acute brain syndrome
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Phencyclidine

v'"Widely used by drug addicts
v’ Analgesic and Anesthetic properties

< > @Doses of 5-20 mg
Symptoms
N Disturbed body-awareness
<_X Disorientation
Vivid dreams

@Very high doses (=100 mg)
— Respiratory depression and death.




O Chemical Weapons Convention

U The Australia Group
U Export Controls

U EU Regulations

O UN Security Council Resolution 1540

U India Hazardous Substances

International
Chemical Control Groups

Organization for the Prohibition of
Chemical Weapons (OPCW)

REACH

FACTORIES

LAWSINAR/TS.

COMPLIANCE

Factories Laws in AP

PLATINUM UBILEE CWC ; Article Il

I8
83 Definitions

CSIR - 1ICT

Touching Jipes

Chemical Weapons

Toxic chemicals and their precursors

Munitions and devices, specifically designed to cause death or other
harm through the toxic properties of those toxic chemicals

Any equipment specifically designed for use directly in connection
with the employment of munitions and devices

Toxic Chemical

Any chemical which through its chemical action on life processes can
cause death, temporary incapacitation or permanent harm to humans
or animals. This includes all such chemicals, regardless of their
origin or of their method of production, and regardless of whether
they are produced in facilities, in munitions or elsewhere.

Precursor

Any chemical reactant which takes part at any stage in the
production by whatever method of a toxic chemical.
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Toxic Industrial Chemicals

125

CSIR - IICT
Fotiching Siper High Medium Low
Amnoiia Agstone eynnolydsin Allyl isethiceyanate
Arsine Acrolen Arsenic michlonide
Boaom tachlecade Acryloaatnle Bitnine
hd Less d ead Iy th a n Boaen rifleoride Ally] aleakal Browne chlonde
Carbon disulfide Allylamine Bromine pentatluoride
CWAS Chierin= Ally] chicmcarbanate Brommine trifuomie
Diboraes EBoren fibrendds Caibeayl fuorids
Eihylenc oxide Carbon menoxide Cllorine pentafluonde
Fhiloiaine Criboayl sulfide Cliloge teifluncide
Formaldetnyds Chlaroncetons Chlomacetaldelyds
= Hydrogsn bromice Chloroncetontrile Chiloracetyl chlords
. SO me Of th em I | Sted Hiydrogen chloride Chlcroslfoni acid Crotoualdehyde
Hydrogen cysnide Dikstene Cyanagen chloride
H Hydiogsn Auovids 1.2-Dimethiylliydvazine Dielivd sulfars
I n S C h ed u I e '2 (C WC ) Fiy o sulfide Eduylene di DighenyInethane- 4-disocyame
Iitrie acid, fuming Hyrhrogen selenide Ethyl chiorofonmare

Plrosgens

Methanesulfonyl <hlonide

Ethiyl chloratleoformate

Phosphorus niclloide Aethyl boomnide Etliy] phosph ool ichlovide
Sulfur dioxide Wathyl chioraformate Fhyl phasphonic dichlonde
L ] N t F t I Sulforic acid Mdarhiyl chlorosil Ethylansing
0 a a Tungsten hexafluonde Methyl bydrarine Hexachlorocyclopentadiens
Nethyl isocymmate Hydrogen indide
Wethy] mereaptan Ircn pentacarbonyl
Mitrogen dioxide Lsobuyl ¢h
H Phospline Lacpuopyl chlorofoauatz
» Cause serious health Flopiars sl ol o
FPhospharus pentnfluonde a-Butyl chlorcfomate
p ro b I e m S Selenium hexafluodide 1-Butyl isocyanae
Silicon tetrilworide Nifric oxide
Stibving n-Prooyl <hil
Sulfr triexide Parathion
Sulfuryl chlonde Perchiommerhyl mercaptan
Sulfuryl flnotide sec=Butyl chlorofoematz
Telluriumn hexafhonde text-Buty] psocynuate
n-Crety] mercaptan Tetrasthyl lend
Titannun terrachlonde Tetraethyl pyropospliare
Trchlecoacetyl chlegide Tetramethiyl lead
Tnfhomacet] chlords Toluene 2, 4-disocyanate

Toluene 2 6-dijsocyanate
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Biosketch of Dr. Clifford Glantz

CLIFFORD S. GLANTZ

Pacific Northwest National Laboratory

902 Battelle Boulevard, P.O. Box 999, MSIN K6-81
Richland, WA 99352

Office: +1 509-375-2166; Fax: +1 509-371-7249
Email: cliff.glantz@pnnl.gov

Clifford Glantz is a Senior Staff Scientist and project manager with
PNNL’s National Security Directorate. Cliff’s research focuses on
consequence assessment modeling, emergency response and
preparedness, critical infrastructure protection, risk management, and cyber-physical security. A
key current interest is the role of supply chain security in maintaining an effective level of
security for critical infrastructure. He is an author of the energy sector’s widely-used
cybersecurityguidance for procuring energy systems. He is the Co-Chair of the U.S. Department
of Energy (DOE) Emergency Management Subcommittee on Technical Analysis and Response
Support (STARS). CIliff. Glantz’s conducts work for the U.S. DOE; Department of Homeland
Security (DHS); Department of State; European Union Chemical, Biological, Nuclear, and
Radiological (CBRN) Risk Mitigation Center of Excellence Initiative; International Atomic
Energy Agency (IAEA); United National Interregional Crime and Justice Institute; and other
agencies and organizations. CIiff has authored over 100 technical publications and papers and
150 conference presentations. He has won several awards for his research and project
management during his 37-year tenure at PNNL.
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Pacific

Northwest |Let’s Consider a Few Hypothetical Cases

Example 1 — Customer Vetting

* The sales office of your specialty chemical company
receives an order from a new start-up company for a
dual-use chemical.

» Your sales office checks out the company’s website i
and calls the company to verify the order -- P S—
everything looks legitimate. Payment is received in "
advance and the product is prepared and shipped to
the listed address.

» Alas, the new start-up company is a front for a
terrorist organization. They are ordering the
chemical to manufacture a weapon.




Pacific

Nothwest Consider a Few of Hypothetical Cases (cont)

MATIOHAL LABORAT:

Example 2 — Customer Vetting

* Aregular customers submits an order to you chemical
company for a dual-use chemical.

* Your sales office confirms the validity of the order.

» A terrorist organization mounts a successful cyber intrusion
into your shipping system. They change the delivery address
for the legitimate order of the dual-use chemical from the
customer’s facility to their warehouse.

» The product is shipped to the warehouse and delivered to the
terrorists instead of the intended recipient.

* This mistake is not detected until a week later after the
legitimate customer inquires as to the location of their order
(that is now late in arriving). By then, the product is gone and
the warehouse where it was delivered is abandoned.

Pacific

Notwest Consider a Few Hypothetical Cases (cont)

Example 3 — Sabotage

+ A criminal organization obtains a username and
password to your industrial control network.

* They break into the network and map the functions
of several chemical processes.

* The threaten sabotage that could cause an
explosion if the company does not pay a ransom in
bitcoin.




Nothwest Consider a Few Hypothetical Cases (cont)

MATIDNAL LABORAT:

Example 4 — Sabotage

» A nation state engineers a backdoor into a control
system product that their government-controlled
company sells internationally.

» This product sells at a price that is lower than offered by
other international suppliers.

* When in service, the control system can be accessed
via required internet connection to provide information
on its operations

* The product can be reprogrammed by the supplier to
malfunction if their country and the host country are in
conflict.

nothwest  Consider a Few Hypothetical Cases (cont)

MATIONAL LARDRAT:

Example 5 — Loss of Intellectual Property
» A supplier has access to your inventory database.

+ An employee of the supplier uses the supplier’s
access to search for information on your information
network that they can sell.

* The might find useful information in the database
they are permitted to access, or they can escalate
their privileges and search for intellectual property
on other computers in the network




Pacifi . .
Notwest Consider a Few Hypothetical Cases (cont)
Example 6 — Loss of Intellectual Property

= An employee used an insecure hotel Wi-Fi connection to
access a company system.

= Access information is intercepted and stolen.

= Sometime later, the company finds its markets being flooded
by cheap imitations of its own products. The stolen access
credentials were used to hack into the company’s systems
and steal product design information.

* Counterfeiters make their own cut-rate versions of the
products and offer them at substantial discounts, but with
original manufacturer’s logo.

= The legitimate manufacturers starts to hear of the problem
when customers begin contacting the company with
problems and complaints, believing the counterfeit products
to be genuine articles.

pac.i-ﬁc Eli Lilly Warehouse Theft (2010)
hwest

!:l'grt

IEMAL LABDRATORY

= |n the U.S., an organized crime group repeatedly traveled
to Eli Lilly warehouse to collect information about the
warehouse and the Lilly employees.

= One group of the thieves used a ladder to climb onto the
roof of a large Eli Lilly warehouse.

*  They cut a hole through the roof and descended inside
without activating arrays of motion detectors. Once inside,
they deactivated the alarm system.

= Associates backed a large truck into the only loading bay
not covered by cameras

= Used warehouse forklifts to pack their truck with
thousands of boxes of products.

= Stole $60 million in pharmaceuticals heist and committed
similar million-dollar warehouse jobs in four other states .

= Caught and sentenced to prison.
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Northwest  Target Attack (2013)

ARORATORY

TARGET
* Target loses sensitive customer payment data as a result of an exploit of a
vendor

* The attackers backed their way into Target's corporate network by
compromising a third-party vendor (Fazio Mechanical, a refrigeration
contractor).

* A phishing email duped at least one Fazio employee, allowing malware to be
installed on Fazio computers.

* With the malware in place, undetected by antivirius software, the attackers
waited until the malware offered what they were looking for -- Fazio
Mechanical's login credentials in Target's .

+ Target learned that vendors accessing their systems must use appropriate
anti-malware software. Mandated two-factor authentication to contractors
who have internal access to sensitive information or systems.

xﬁ/ Real World: German Steel Works (2014)
Northest

Cyberattack causes 'massive damage' at steel works

+ What: Unscheduled shutdown of blast
furnace

* How: phishing email

* Who: Unknown

» What: “Serious damage" wrecking a

. blast furnace

, + Consequences: Business loss,
potential for safety impacts on workers

Digital attack that resulted in physical damage
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Nothwest UKraine Power Grid Attack (2015, 2016, and 2017)

Event: Cyberattack and exploitation of SCADA system for
Ukraine power grid.

Threat: Advanced and persistent threat

Consequences: Power outages at 3 regional electric power

distribution companies impacting approximately 225,000.

Specifics:

- Initial infection through spear phishing emails with malicious
Microsoft Office attachments.

- Coordinated attack (30 minutes attack window)

- Malicious remote operation of the breakers

- Call centers hit with denial of service attack

- Selected deletion of computer files on affected machines

- BlackEnergy malware identified on the machines n

| + This directly led to the loss of 10 gigabytes

Pacific The Las Vegas Fish Tank “Heist” (20167)

« At a Las Vegas casino, a new casino fish
tank featured remote monitoring,

adjustment of temperature and salinity, SEEEUE \I}IégL(ERS
and feeding control. CASINO'S FISH TANK

* That int t tivit loited b THERMOMETER TO
hagkélpserne connectivity was exploited by STEAL HIGH ROLLERS'
' PERSONAL

d « Fish tank communications were used to INFORMATION
get a foothold inside the casino’s business
network.

of data from the casino — including the
casino’s high-roller database.




W/ Cyberattack on Saudi Arabia
Pacific .

nothwest  Petrochemical Plant

* “In August, a petrochemical company with a plant in Saudi
Arabia was hit by a new kind of cyberassault. The attack was
not designed to simply destroy data or shut down the plant,
investigators believe. It was meant to sabotage the firm’s . )
operations and trigger an explosion.” Ehe New York Times

“The attack was a dangerous escalation in international The cyberattack on a
hacking, as faceless enemies demonstrated both the drive and | saudi petrochemical
the ability to inflict serious physical damage. ” plant was the first

« “The only thing that prevented an explosion was a mistake in | k7own attempt to

the attackers’ computer code, the investigators said.” manipulate an
emergency-shutdown
* “The attackers compromised Schneider’s Triconex controllers — | system, which is

controllers used in about 18,000 plants around the world, designed to avoid
including chemical plants.” disaster and protect
hitos:/iww nytimes. com/2018/03/15echnaloay/saudi-arabia-hacks-cyberattacks. him human lives.

Thank you




Session 3

Dr. Clifford Glantz

Pacific

MATIONAL LABORAT!

Session 3:
Threats and
Consequences

Cliff Glantz, John Cort, and Radha K Motkuri

Pacific Northwest National Laboratory (PNNL)
Richland, WA, 99352
USA

53 meveaan o
ENERGY BAITELLE
PINL 6 cparaiod by Batinls for the U.S. Depariment of En

:ﬁ/ Potential Threat Agents/ Adversaries
acific
Nortiwest

» External threat agents
= Terrorists
= Activists
= Criminals
= Nation states
» Antisocial individuals

* Internal threat agents: “Insiders”
= dissatisfied or mentally ill employees
= former employees
= external threat agents working within the organization




Nortwest  The Objectives of Threat Agents
« Kill and injure people

- Damage the environment

« Economic disruptions or destruction of property

» Financial benefits (e.g., sell stolen goods,
ransom, blackmail)

« Cause public unrest
« Revenge/embarrassment
- Affect the decisions of political leaders

Pacific

Northwest Types of Adversaries: Insiders

* Insiders

= May have detailed knowledge of facility
operations, including critical systems.

» May have physical or electronic access to
plant information and control systems —
including security systems and intellectual
property.

= May or may not have direct physical
access to the facility.




Pacific

Northwest  Types of Adversaries: Insiders

Benign Intent Malicious Intent

Disclose information to a friend Disclose information to a known

or acquaintance adversary

Inadvertently disclose access Use credentials to access
credentials unauthorized systems

Be the innocent victim of a Use known cyber attacks

cyber attack against the facility
Unintentionally fail to follow Knowingly ignore cyber security
appropriate cyber security policies and procedures
practices

Pacific

Northwest  Motivations for Malicious Behavior

* Disgruntled — Want to harm the company,
management, co-workers because of past slights or
other events

» Profit — hired to work for attackers

« Political/Cultural — want to make a political statement
or advance the agenda of a certain group

* Mental iliness — suffering from delusions, chemical or
alcohol addiction, depression, etc.
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Northwest  Malicious Intentions — Bad Outcomes

» Possess system knowledge that can be used s
to their advantage

» Permitted to access sensitive parts of the
facility and critical systems

+ Can choose the best time to commit a
malicious act. Can have adverse
consequences occur long after the insider
leaves the facility.

« Can take actions to reduce the likelihood that
their malicious actions will be traced back to
the perpetrator.

Pacific

Northwest Types of Adversaries: Hackers/Crackers

* Intentions range from
relatively benign to
malicious/destructive

» Motivations — Varied: the
thrill of the attack, testing their
capabilities, gaining bragging
rights, profit.

* Numbers — may work alone or in
groups

» Resources are limited by the
intensity of their motivation and
financial constraints.




Pacific

Nothwest  Types of Adversaries: Hackers/Crackers (Cont'd)

+ Capabilities:
= Their skill level may range from relatively low
to highly sophisticated.
= At the low level: “Script kiddies” may rely
exclusively on off-the-shelf (including
commercial) hacking technologies

= At the high level: May develop their own
sophisticated cyber attack methodologies
and tools and use a suite of sophisticated
tools to break down defenses one-by-one

Pacifi . .. . .
Nothwest Types of Adversaries: Criminal Organization

* Intentions: Exploitation for profit

* Motivation: Money. Prestige may
also be important to some. Actions
moderated by concern over being 1 s
caught and convicted!

* Numbers: Small to large groups

* Resources: Limited only by profit
potential
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Northwest  Criminal Organization (cont)

« Capabilities:

= May have the ability to acquire extensive
technical knowledge and capabilities through
research, coercion, and acquisitions.

= May attempt to utilize insiders to acquire
target specific information.

= May seek to team with other adversaries to
enhance capabilities

Pacific
Nortiws

i

Types of Adversaries: Terrorists

* Intentions: Cause damage,
advance their political social,
or cultural objectives.

» Motivation: Publicity, change public
perception, make money to support their
activities. May not care if they are
caught. More likelihood to combine a
physical and cyber attack.

* Numbers: Individuals to large groups
* Resources: Limited to extensive




-

Pacifi - .
Notwest  Types of Adversaries: Terrorists (cont)

+ Capabilities:

= | ike organized crime, may have the
ability to acquire extensive technical
knowledge and capabilities through
research, coercion, and acquisitions.

= Groups may attempt to utilize insiders to
acquire target specific information.

= May team with other categories of threat
agents to enhance capabilities (“the enemy
of my enemy is my friend.”)

o

Pacifi : :
Nothwest Types of Adversaries: Nation States

* Intentions: Ranges from information
gathering to the intentional
destruction/disabling of critical
infrastructure.

« Motivation: Political influence, defense,
preparation for potential future conflicts
(military or non-military). May need to
act with stealth.

+ Numbers: Typically, extensive, well-
organized, highly trained groups




Pacific

Northwest Types of Adversaries: Nation States (cont)

« Resources: Can be enormous.

« May involve large groups spending many
years to identify and plan potential attacks.
May be permitted to practice on test
ranges or on a small scale in the real
world.

« Capabilities: May have the ability to
acquire extensive technical knowledge
and capabilities through research,
coercion, and acquisitions. May use
insiders.

-

Pacific

Northwest  Types of Attacks

NATIONAL LASORATORY

 Physical attack
» Cyber attack

» Physically-enable cyber-attack
(blended)

» Cyber-enabled physical attack
(blended)
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MATIBHAL LABORATORY

Design Basis Threat

* No organization and facility can protect itself from all threats.

* To understand what types of threats the organization needs to design its
security program to stop, it is helpful to determine an applicable Design Basis
Threat (DBT).

+ A Design Basis Threat (DBT) is:

a description of the attributes and characteristics of potential insider and/or
external adversaries, who might attempt sabotage, theft or diversion of

materials, and the theft or alteration of information.

Design Basis Threat Example

z%?':’c t LOW Threat MEDIUM Threat HIGH Threat
usnousi asosaroer  [Type of threat di Terrorists
i Mass disruption with
maximum media exposure /
Goal Theft / property damage multiple facilities / wide spread panic
ideology / willing to die in
|Motivation Monetary / 18 |Revenge / ideology order to complete the act
Covert / police diversion / Covert / diversion /armed
avoids violence of persons attacks / explosive suicide if
|Strategy Overt ssured pressured
Extensive targeting
surveillance / Explosive
|Knowledge limited local knowledge breaching
Highly trained in military
special operational tactics and
Skills Limited planning
|Numbers of people
and level of
violence up to 2 non-violent uptoS
Tools hand tools advanced power tools
|Explosives none up to 10 Kg each person
advanced cyber penetration
Advance Technical and manipulation / use of
capabilities none imple hacking drones
ider Assistance |1 passive up to 1 active non-violent up to 1 active violent
assault rifles and handgun
Weapons knives |hand, with 100 cartridges each
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Nothwest Types of Consequences

Consequences Fall into Three Categories:
1. Loss of Confidentiality
* Theft of data, plans and other information
2. Loss of Integrity

» System is operational but you cannot trust
the data

3. Loss of Availability
+ Denial of service attack
» System becomes inoperative or ineffective

E%ﬂ% Loss of Confidentiality
» Loss of sensitive facility information. Examples include:
= Loss of staff personnel records

= | 0ss of access control information such as the

physical access control database or computer system
usernames and passwords.

= Scheduling information for the offsite transportation of
radiological or nuclear materials

= Nuclear materials inventory information



Pacific

Northwest | 0ss of Availability

» Loss of ability to access or systems. Examples include:

» Failure of digital security systems requiring the facility to
rely on manual systems.

» Reduced ability to monitor or control some plant
functions using digital systems.

= Reduction or elimination of electronic communications
within the facility or with the outside world.

» Taking over operational control of plant systems.
Adversaries could take control and shut out legitimate
operators.

Pacific

Northwest L 0SS of Integrity

» Loss of control over digital processes — including critical control
systems. Examples include:

= Manipulate data in plant security systems. This can include
shutting off alarms, feeding security cameras false images,
changing physical access authorizations, or data tampering.

» Feeding false data to plant systems and system operators.
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* Risk — Consequences x probability of occurrence

» Probability can involve a number of factors:
= Probability an attack will occur
= Probability of it succeeding

= Probability of worst-case consequences occurring (failure of
safety systems, resiliency, etc.)

o

Pacifi - S
Nothwest Enhancing Security

» Steps to take to enhance security.

* Predict Fradict - Roeee
ammmmmg
* Prevent Predict Attacks 4
Baseline Systems %onqmus
= onitoring
Detect Tl . AT
n Respond Design/Model change s e e

Investigate/ o Contain

Forensics Incidents

+ These themes will be repeated throughout this workshop.
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+ Understand the threat environment

* Understand potential security
vulnerabilities

» Understand the consequences of potential
security incidents.

Pacific

Nortwest P revent

» Address security throughout the product
lifecycle

» Implement cost-effective security controls to
deter attackers (do not be seen as an easy
target)

» Address and thwart attacks up to and
including the design basis threat




Nethwest  Detect
« Be vigilant

» |[dentify attacks in time to take supplementary
protective actions

+ Prevention without detection is of limited
effectiveness

« Analogy — the castle without a watchman

Pacific
Northwest  Respond

+ Know how to respond before a security event occurs and train
people on what to do.
* Report to law enforcement if there are
= suspicious activities, vehicles, persons
= threats made against people or property
= Suspected sabotage of facilities or equipment
= missing products.
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Biosketch of Dr. Radha Kishan Motkuri

RADHA KISHAN MOTKURI

Pacific Northwest National Laboratory

902 Battelle Boulevard, P.O. Box 999, MSIN K6-81
Richland, WA 99352

Office: +1 509-371-6484; Fax: +1 509-371-7249

Email: radhakishan.motkuri@pnnl.gov

Radha KishanMotkuriis a senior research scientist and principle investigator with the PNNL
Energy Processes and Materials Division. He has over 20 years of experience in the field of
inorganic and material chemistry with an emphasis on nanoporous materials such as zeolites,
metal-organic frameworks (MOFs), covalent organic frameworks, mesoporous silica, and
hierarchical porous carbons(HPCs) for potential applications including sorption, separation,
catalysis, detection and sensing. Radha Kishan’s research supports the U.S. DOE’s Office of
Energy Efficiency and Renewable Energy, Advanced Research Projects Agency-Energy (ARPA-
E), Energy Frontier Research Centers (EFRC), the U.S. Department of StateChemical Security
Program (CSP), and other programs. Recent research successes include a series of cooling
technology development projects and winninga prestigious R&D 100 Award (2017) for thermal
vapor-compression cooling technology.RadhaKishan has published more than 75 peer-reviewed
publications (including 11 journal cover articles) and has 14 international patents, including
seven USA patents/patent applications. He organized several meeting sessions for the American
Chemical Society. He performed his doctoral work at the Indian Institute of Chemical
Technology (1ICT) (awarded from University of Hyderabad) and has undergraduate and graduate
degrees from Osmania University. He is on the editorial board for the journals Inorganic
Chemistry (ACS), Inorganic Chimica Acta (Elsevier), and Scientific Reports (Nature).
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Exercise A — Plant
Alpha -- Security
Threats along the
Supply Chain

Radha Kishan Motkuri, Cliff Glantz, and John Cort
Pacific Northwest National Laboratory (PNNL)
Richland, WA, 99352
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\‘7/ Welcome to Plant Alpha

/\/\/
Plant Alpha

Pharmaceutical and Specialty
Chemical manufacturing facility
and laboratory

Serving Ruritania and our community with
distinction since 1923

/\/\_/




\‘7/ Welcome to Plant Alpha: Mission

Pacific

Plant Alpha produces:
» pharmaceuticals

* Intermediate/precursor chemicals
* special order chemical
* agricultural chemicals

\‘7/ Welcome to Plant Alpha: Background Information

Pacific

Northwest
The Republic of Ruritania
Capital: Helena i
* Located In the country of ekt Rty 141860 3 :
“Ruritania”

.
Tamreville Udem

4 .
ks o

+ Plant founded in 1923. 10 years
ago it launched it's “21st Century”
initiative. e

» Zushrvalld

Brynania

» Motto: “Putting Technology to
Work to Benefit the People of
Ruritania”.

* Employs 270 people.

Concordia
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« Plant Alpha manufactures and stores an
array of pharmaceutical and chemical
products.

« Plant Alpha manufactures
specialty/fine/custom/intermediate
chemicals for its industry customers.
This includes dual-use, hazardous
chemicals.

» Bulk materials, including hazardous
chemicals, are shipped to Plant Alpha for
processing.

MATIONAL LABORATORY

« Pharmaceuticals and specialty
chemicals (including dual-use
chemicals), are shipped to customers
for further processing and packaging.

« Procurement of products, hiring, sales
of finished products, billing and
accounts receivable, inventory
management, shipping, and other
business functions are performed in
the company office.




:;j{ What are the Security Threats Facing Plant Alpha?

Northwest

What are the attacks that external and internal threat agents might carry
out during the five listed steps in the following simplified supply chain?

Supply Chain Steps

. Externallthreat agents 1. Supply of raw materials for
= Terrorists processing at Plant Alpha
= Activists

2. Manufacture/processing of

= Criminals .
= Nation siates ,,# chemicals at Plant Alpha

- Internal threat agents 3. Storage of chemicals at Plant Alpha

« disaffected employees 4. Transport of chemical products to
= former employees customers
5. Delivery of chemicals to customers

7 s
Pacific -
Nothwest Example Scenarios —"_

« A nation state mounts a cyberattack to sabotage the
plant during the manufacturing process, potentially
releasing hazardous materials into the environment. The
attackers objectives are to negatively impact public health and morale,
lower confidence in the government of Ruritania, distract people’s
attention from other actions by the attacking nation state.

= The attackers recruit an experienced hacker
= They acquire control system malware from the dark web
» They send spear phishing emails to company executives

= They wait for malware to be transferred to a Plant Alpha control
system.

= The malware “calls home” to let the attackers know it is installed.

» The attackers activate the malware whenever they want to take
over operation of the control system.
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« Criminals hijack chemicals during transport
from Plant Alpha to a customer.

= They acquire information from a Plant Alpha insider
(through a bribe or a threat) about shipments of
specialty chemicals to customers.

» They follow a selected shipment when it leaves the
plant

= They hijack the truck when the driver stops for lunch.

= They sell the hijacked chemicals on the black
market.

Northwest  |nstructions

MATIONAL LABORAT

» Come up with other attack scenarios that take
place at various steps in Plant Alpha’s supply
chain.

* Choose a representative to present this to the
class.

* Try and identify a broad range of potential supply
chain attack scenarios.

* You will use these scenarios later — so be creative
and realistic




\‘V/ Scenarios for Sabotage, Theft or Diversion of

Pacific

Northwest  Materials, and Theft of Intellectual Property

« External threat agents ]
= Terrorists
= Activists
= Criminals
= Nation states

* Internal threat agents
= disaffected employees
= former employees

-

. Supply of raw materials for

processing at Plant Alpha

. Manufacturing of chemicals at

Plant Alpha

. Storage of manufacturing

chemicals at Plant Alpha

. Transport of manufactured

chemicals to customers

. Delivery of chemicals to customers

o
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Thank you
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Biosketch of John R. Cort

JOHN R. CORT

Pacific Northwest National Laboratory

902 Battelle Boulevard, P.O. Box 999, MSIN K6-81
Richland, WA 99352

Office: +1 509-371-6334; Fax: +1 509-371-7249
Email: John.Cort@pnnl.gov

John R. Cortis a senior research scientist in the Biological Sciences Division at PNNL. John’s
research involves application of NMR spectroscopy and mass spectrometry to a broad range of
problems requiringstructural and functional characterization of organic and biological molecules.
Since 2010 he has developed a program relevant to chemical security where NMR and other
methods are used for chemical forensics and source attribution of chemical threat agents. This
approach has since been adapted fora project developing mathematical methods to characterize
biological similarity in distinct lots or batches of macromolecular pharmaceutical substances
such as glycosaminoglycans and monoclonal antibodies that are produced by different
manufacturers, an issue of critical importance for insuring generic drug safety and efficacy prior
to approval. Johnhas coauthored more than 80 peer-reviewed publications and has deposited
more than 100 structure entries in the Protein Data Bank. He has presented his work at national
and international scientific meetings and has organized symposia on chemical forensics for
national meetings of the American Chemical Society and on NMR in national security
applications for the Practical Applications of NMR in Industry conference.He is also a member
of the Chemical Forensics International Technical Working Group. John is a research associate
professor (joint appointment) in the Institute of Biological Chemistry at Washington State
University and has taught general and organic chemistry at the WSU branch campus in
Richland.He obtained a Ph.D. in organic chemistry from the University of Washington in 1997
and a B.A. in chemistry from Williams College in 1991.
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A simplified supply chain

|:[>—

Upstream

Entity of
Interest

—

Downstream




Pfiﬁc Supply Chain Security and Customer Vetting:

Northwest Background

Supply Chain complexity:

Suppliers u h &

In reality, the supply
chain is a dynamic A

complex network of @
relationships 'ﬁ ! : L
.‘~ \l%l\ % T&
] Transportation Trarsportation
I Costs

Costs l Transportation
Manufacturing Costs Inventory Costs Costs

Material Costs

e Supply Chain Security and Customer Vetting:
Northw Background

* Outline
= What is supply chain security? contrast with supply chain management.
= What are security requirements?
» What is the difference between defense and resilience

= What is customer vetting?
* Know the customer
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Motivations

» Motivations—(Cliff covered in session 2)

\"5/ Supply Chain Security and Customer Vetting:

Pacific

Northwest Background

» What is supply chain security?

+ Definition: Supply chain security in this context is the maintenance of control aver
chemicals and materials transiting to or from a specific industry entity, in order to
prevent diversion or misuse

« Supply chain security IS NOT the assurance of consistency in the supply chain so that
processes and schedules are not disrupted by shortages or delays—this is supply
chain management.

+ Part of supply chain management is addressing risks—amaong which are security risks.
Thus, supply chain security and supply chain management are related.
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« Why might an individual or group disrupt the supply chain or divert chemicals?

+ Supply chain disruption:
+ Economic sabotage
+ Criminal mischief
+ Unintentional / accident / incompetence
+ To obtain specific chemicals of interest

P:fﬁc Supply Chain Security and Customer Vetting:

Northwest Background

MATIONAL LASCRATORY

* Why would someone want to disrupt the supply chain or divert chemicals?

+ Diversion of chemicals
+ Theft—chemicals have value, and can be resold on the market; many are commodities and are not
easily traceable.
+ For illicit activity—purchasing some chemicals in legitimate markets may be difficult or impossible
for some parties, or may draw unwanted attention

v Types of illicit activity
= Terrorism by non-state actors
« State-S
« |llicit manufacturing, e.g. drugs
' p
* Purchase on open or lightly-regulated markets

isored ChemvBio

arties for their illicit activities

* Smuggling materials to ott
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* Diversion of chemicals, cont.
+ Traceability of chemicals: even pure chemicals can be traced; chemicals can be the
same but not the same

« Chemical Forensics: source attribution and sample matching to identify how, where, when, or by
whom a chemical was synthesized, isolated, and purified from specific starting materials.

« Chemical forensics relies on stable isotope ratios, impurity profiles, sterecisomer distributions, and
other intrinsic and extrinsic attribution signatures

Pfiﬁc Supply Chain Security and Customer Vetting:
Mo

Northwest  Background

* Diversion of chemicals, cont.

+ Case study: brodifacoum
* Dual use: pesticide and poison
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RAT KILLER

1509 RAT KILLER

BAIT
5

o 7 oH

“superwarfarins”

(anticoagulant vitamin K
epoxide reductase
inhibitors)

Tiny quantity present in
baits: 0.005%

Pacific
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nit of Measure : Kilograms/Kilograms

xantity - 1

Minimum COrder

Get Latest Price

Rodenticide Brodifacoum 97%TC

Viaw Morg

SHANGHAI ZZ NEW MATERIAL TECH. CO., LTD.

Q@ Sshanghai , China ..Mor
Send Inquiry
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* Diversion of chemicals, cont.
= Traceability of chemicals and chemical forensics, brodifacoumn example

tetralin ‘r“.‘ill -6
o £ A2
para. I:rurnauluhcnyl ‘@ ‘3‘ -27.0 @ Al
[f\j /_:j’ -28.0 33 ‘
™ EZ
- ‘Co-, 4-hydroxycoumarin = 54 -“ 51 Ll
£ 290 |
Key to sources Q E1
AA: Germany 2300 A *
uB: US o ®B1 5 EmB3
uS: UK 310 - BS mp2
®P: Asia
#E: US EPA, attr. to B (US) & S (UK) -32.0
(numbers are different batches) -10.0 0.0 10.0 20.0 30.0 40.0 50.0
Acis (%)
7 = other plausible parameter space IRMS: James Moran & Helen Krewzer, PRNL

:‘{ Supply Chain Security and Customer Vetting:
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» Diversion of chemicals, cont.
» Traceability of chemicals and chemical forensics, brodifacoum example
= Specific atoms come from specific precursors

Br 0

8 HO o
v
R
o o
/lk /,\ 2
EtQ OEt
Br c31

0.0
] 9e
overall §3C (%o)

= 12/31A%3Cs + 8/31AC» + 2/31A™C- + 9/31A%Ce
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» Diversion of chemicals, @

t “‘*"" R TP — f[w r L'I--;:S DM g'_u}
cont. ) oV im0 e K
» Traceability of

s
chemicals and et et
chemical forensics, Pyl £ S
b d f | TVEDA, THF, TRGD ~ ~|-"~| MAB, ERON-THF [‘ a1 ‘:I
rodifacoum example M P =
i ) am ]
» Specific atoms come -t
from specific Scheme 3, Rofommatsky
o .
precursors l,..,,r,x___,L,,,'. \ e || g
g LM, redux, oy "
1] i Ky, B [ T
ey 'y gl
= Supply chain and " " . " c..
process chemistry are 1 T e Ay
H e o HE O g e g THREGH R L
interrelated. e L = I
oA A
n " " Aarod Wright, Kajal Nandy, PNNL
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» Diversion of chemicals, cont.

+ Case study: synthetic cannabinoids
* No legitimate use
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on

) R— -
(C8) CP 47,497 UR-144 JWH-018 HU-210 \

e e

Pacific "

AT LAgoRAToRY 2 Chicago-area companies sold narcotics online and shipped from local
warehouses, prosecutors say

‘ By RICK KAMBIC Yy 0O ~

Federal prosecutors say Liangfu “Larry” Huang, 53, of Northbrook, ran a business known as

Ark Pharm Inc., which operated from a warehouse at 1840 Industital Deive, Libertyville,

until recently maving to 3860 N. Ventura Drive, Arlington Heights, according to the federal
is a common disclnimer that &s used by internet drug traflickers on the

complaint. “1 believe
mistaken belief that the disclaimer absolves them of criminal Bability for distributing
Huang was taken into custody Wednesday night at O'Hare Inteenational Airport after exiting  cantrolled substances,” one agent testified in the complaints.

a plane that arvived from China, according to the redease. He was charged with one countof ! ) )
conspirucy to knowingly and intentionnlly passess with intent to distribute, and to distribute,  *2Patrick declined to comment oa targeted customers until evidence fram the mids could

viewed, but he said the DEA found no indication that either company ver

a controlied substance, Prose rs say be used the company to sell controlled substances,

ke credentials,
including a fentany] precursor. eredentials

e websites available on the open internet, not on any intranet or any dark web

A multi-jurisdictional task farce also rided Ark Pharm Inc. kate Wednesday and recovered
: " Fitzpatrick said.

an unspecified amount of drugs, acconding to Joseph Fitzpatrsek, spokesman for the L

Attorney’s Office in Chicago. .
Betweon January 2016 and February 2017, Ark Pharm [ne. made approximately 28,088

In the complaint, DEA agents say they successfully made multiple purchases from both “h“’""f"" and approximately 25,054 Néted Huang as the shiyper, aecorling 4o tie Rdesal

companies, which are vegistered with the Hlinois Secretary of State as “domestie impiint.

corpamtions.” Neither have fedem] licenses to handle narcotics, prosecutors said. Pederal agents sy they began ivestigaling Ark Pharm linc. Becais pisne S

contents.

el s plastic supplies were seized at the 1.5, border after inspections revealed drug

Both companies” websites offered “controlbed suk rs that are commonly ree

abused,” acvording to each complaint, and both used FedEx to disseminate thelr products

Both complaints state the purchases were sent from the suburban warchouses.
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from: USA v. LIANFUANG HUANG,
United States District Court, Northern
District of lllinois, Eastern Division,
May 25, 2018

Ffiﬁc Supply Chain Security and Customer Vetting:
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« What is customer vetting?
* Know the customer
* Understand why the customer is purchasing
+ Costs and benefits of vetting
+ Short-term vs. long-term benefits

=) —) —) o=

+ Afew case studies are presented here
+ Customer Vetting will be covered in greater detail in another module
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rat poison

I By ROBEAT MCCOFFIR

Several new mases af Ty taimted synthetic marij v been

B i

reported in lincds, meost of them in Winnebago County, bealth officinls announeed Monday,

cosfiermed there were fewver than five

Difscials in Wiksebago County, in the Rockfond area,
mew suspected cases over the past twa weeks, some requiring hospitalization, The eanses of
the illnesses are being investigated but are believed to have been the result of peésoning from

synthebic marijuana.

“Wee don't koo if this is o new baich of drugs or product that has been hebd back from when
we begs
From synthetic cannabinod

seeing cases at the emd of March, bt it refterates the importance of staying away
" Thinals Department of Pablic Health Divector Nivav Shah sald

in n news release.

In May, Ilinoks health officials reported that 164 people had being sickened aver the previons
two months by tainted synthetic martiusna, and foar people died. The vast majority of cases

were in Tazewell, Peoris, and Cook counties.

ases, bt

A the outhreak slowed recently, officiaks stopped counting the numbser of pew
reported the latest cases because itwas an anusial ootbeeak of unknown o
Melaney Arnold said.

, spolesinan

“It’s now a mntter of those individuals seeking help for substanee use disorder so they do not

use synthetic cannalinoids,” she said,

More people sickened by synthetic marijuana believed to be tainted with

symthetic cannabineids are pot marijoana, but ane manmade dogs marketed & mimicking

the: effeet of eannahis, Th

e aire sald bath on the street and in plaes like gos stations and
pice, ind ather
ng sevene bloody

convenience stores in small packets under the brand nnme Bluee Giant, K.

laalsels, This spring, some wiese] ™ users began coughing up bleod,
noses of having bBlood in their arine.

Lab tests reve N comEnmina i, a oo thinner

used in

e, Bl and
. while npother eight cases are suspeeted to be linked to the drmg but not

Al & seven cases have been reported recently in Wisconsin, in [

Chatagnmie counti

yeb confirmed, officials sad.

The treatmsent involves high deses of vitamin K, first intravenously, thes up to 50 tablets &
day far up to six months,

State bow outlaws certnin synthetic irug mnkers huv
the ingredients htl! %
Forms of synthetic cannabinokds, amd the measore s awaiting o decision by Gov, Broee

Haumes.

nhinoids, bu! ratedly chi

e 1o ban all

1 araung Che prohilition. Lavwimal

rmcvappini@chicarotribune.com
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» Diversion of chemicals, cont.

+ Case study: fentanyl and fentanyl derivatives

* Dual or even multi-use
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Case study: Fentanyl

Supply Chain Security and Customer Vetting:

* An essential medical drug (anesthesia and analgesia)

Fomnﬂ Transdermal C
Sntem 100 meg/h

N e
! '-n-n"""“ei.mé
e :
105 2
- > »
- ame

“(“:i\
y
ntanil 5
V Al S\
"Menlar‘"
NK'!‘) _—
_ hamei ‘
e ——

\‘7/ Supply Chain Security and Customer Vetting:

Pacific

Background

MATIONAL LASORATORY

Case study: Fentanyl

» Aserious drug of abuse—easily available through batch custom fine chemical synthesis

Chemical weapon for sale China's unregulated narcotic AP

By ERMA KINETZ and DESMOND BUTLER  Octote

SHANGHAI (AP)
chemscal that has been killing unsuspecting drug users and

an Associated Press investigation bas found

? identified 12 Chinese businesses that ssad they would export ¢

opioid known as carfearanil — to the United States, Canada, the Unized Kingdom, Fr

Germany, Belgium and Australis

siked

Despite the dangers, carfentanil is not a controfled substance in China, where it is manufactured
legally and sold openly online. The U.S. government is pressing China to blacklist carfentanil, bur

Beijing has yet to ocx, leaving » substance whose Jethal qualities have been compared with nenve

a0 flow into foreign markets upabated

wwoman from Jilin Tely Import and Export Co.

wroce in broken English in a:,prc-nbu email. “And it's one of cur hoe sales product.”

carfentani] is banned and volunteered strategic sdvice on snesking packsages past law

enforcement

, X
L to order

Spenking from a bright booth at s chemicals industry conference in Shanghai last me

Liqun said her company, Hangzhou Reward Techaology, could produce carfentan

“It's dangerous, dangerous, but if we send 1kg, OK," she said, adding that she wouldn't do
the synthesis berself because she's pregmant. She said she knows carfentanil can kill and believes

it should be a controlied substance in China.

very serious limits, bus In realiry in China It's so difficuls to

she said. “They

“The government should impose

control becay

vif 1 produce one or two kilograms, how will snyone know?

cannor contrel you, o many products, so many labs*
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» Case study: Fentanyl; Alleged use as incapacitating agent

HOSTAGE DRAMA IN MOSCOW: THE AFTERMATH; Hostage Toll in Russia Over

100; Nearly All Deaths Linked to Gas NY Times, Oct. 26 200

* Oct 23, 2002: Chechen terrorists seized the Melnikov Street Theatre, Moscow, during a

performance of the musical “Nord-Ost,"

* BDO hostages were taken
* Oct 26, 2002, Russian Federal Security Service (FS8) unit pumped a chemical aerosol into the

building and stormed it
* At least 33 terrorists and 129 hostages died during or shortly after the raid.

Supply Chain Security and Customer Vetting:

Riches et al., Analysis of clothing and urine from
Moscow theatre siege casualties reveals Carfentanil
and Remifentanil use. J. Analvtical Toxicology, 2012
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» Diversion of chemicals, cont.

+ Case study: Syrian CWA
* Alleged use of Sarin and chlorine

Did Syria obtain chlorine and/or Sarin precursors L
Tarten

through the supply chain?
Hypothetically, could better supply chain security

and customer vetting have led to a different

outcome?

Ragan

pply Chain Security and Customer Vetting:

I 3
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* What is supply chain management?
= What are security requirements?
= What is the difference between defense and resilience
= What is customer vetting?
* Know the customer

Pa’fﬁc Supply Chain Security and Customer Vetting:
No

thwest Background

MATIOMAL LASDR ATORY

» What are security requirements?

= Measures necessary for confidence and trust associated with
v People
v Materials
¥ Information
v" Transport
¥ Transfer (acceptance, delivery, or import/export)
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»Defense stops an attacker before the attacker can fully achieve
their goal
= Reduces probability of occurrence of a successful attack
without having much impact on potential consequences

= Examples:

o Adding security fencing or guards reduces the probability
of a successful break-in

o Carefully vetting of suppliers reduces the probability of
their providing counterfeit products

o Periodic security screening of employees reduces the
probability of having a malicious insider

o Multi-factor authorization for external access to control
systems reduces the probability of an attacker gaining
unauthorized access and manipulating the systems.

Pfiﬁc Supply Chain Security and Customer Vetting:
Mo

thwest Defense and Resilience

TIGALL L ABDAATER

»Resilience reduces the impact of a successful attack

» Reduces consequences without having much of an
impact on the probability of the attack

= Examples:

o Having redundant production or storage systems
allows operations to continue even if primary systems
are damaged

o Having frequent, automatic backups of IT systems
allows a prompt restoration of the systems in the
event a cyberattack corrupts or deletes key
information.

o Having multiply suppliers allows production to
continue even if one supplier needs to be fired after
providing counterfeit products.

ROAD TO

RECOVERY




Pfiﬁc Finding the Right Balance between Defense and
Mo

orthwest  Resilience

« An effective security
program utilizes both
defense and resiliency to
achieve an optimal level of
risk management.

* The key is to assess the
risks and costs and then
find the right balance for
your company and
circumstances.

i
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Northw

Thank you
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Dr. Radha Kishan Motkuri
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Exercise B — Ildentify
Security Practices to
Reduce the Threat of
an Attack

Radha Kishan Motkuri, Cliff Glantz, and John Cort
Pacific Northwest National Laboratory (PNNL)
Richland, WA, 99352
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In the previous exercise you documented an array of
attack scenarios with “threat agents” mounting
attacks on Plant Alpha during various steps in the
product supply chain.

Now shift your attention to the physical, cyber, and
personnel security enhancements Plant Alpha might
implement to reduce or eliminate those attack
venues.
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A nation state mounts a cyberattack to sabotage the plant during the
manufacturing process, potentially releasing hazardous materials into the
environment.

Security Enhancements:

* Develop and implement a cybersecurity program to protect Plant Alpha’s information
systems and industrial control systems (ICS).

+ Tighten access controls on the ICS to eliminate unauthorized pathways into the ICS
network (e.g., two-factor authentication)

« Limit external access via the Intemet to ICS.
* Ensure that when ICS fail, they fail to a safe state.

» Put ICS in locked rooms or cabinets to prevent unauthorized physical access by
insiders.

« Train staff to quickly respond to a cyberattack and take steps to minimize negative
consequences.

Pacific .

Northwest EXample Scenarios
Criminals hijack chemicals during transport from Plant Alpha to a customer.
They acquire information from a Plant Alpha insider (through a bribe or a threat) about

shipments of specialty chemicals to customers. They follow the truck and hijack it
truck when the driver stops for lunch.

Security Enhancements:
* Improve personnel security screening

* Enhance staff training and awareness programs that cover what to do when
approached by someone who wants company “inside information”.

* Place GPS tracking devices on trucks (useful if a truck is hijacked).
+ Label all containers with identification numbers to enhance traceability.

» Restrict online access to the shipping information database to only those personnel
who need that information.

* Provide training for drivers on what to do when faced with a security incident.
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« Reform into groups.

» For each scenario your group developed in
Exercise A (or interesting scenarios
mentioned by other small groups), pick a
range of physical, cyber, and personnel
security steps that could prevent or minimize
the loss from the attack.

» Choose a representative to present your
proposed security enhancements this to the

class.
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Dr. Surianarayanan, a fellow of the Madras Science Foundation, is currently the Principal Scientist at the
Cell for Industrial Safety and Risk Analysis, CSIR-Central Leather Research Institute. His research areas of
interests are chemical process safety and security, thermokinetic analysis of chemical process reactions,
occupational safety and health, accident database, drug delivery systems, water and wastewater treatment,
greener applications of ionic liquids in biological and chemical reaction systems and bioreaction
calorimetry. He is in the Editorial Board of Chemical Engineering Journal as well as the Material Science
for Energy Technologies.
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PREAMBLE: Supply Chain Vulnerability

Security has been an issue since supply chains began
“Unwanted effects” by internal or external forces

Company information, faciliies, and products may be subject to theft, sabotage, and hijacking, fraud,
smuggling and piracy.

Vehicles to deliver threats e g, counterfert matenals and products, tampering the goods in fransit, digital
devices provided with malware pre-installed.

Rising risks of terrorism

Complex networks of storage and intermodal transport face these challenges
The more complex a supply chain 1s, the more chance of a chink in its armour”.
Longer chains and more actors increase nsk.

Customer vetting is important in supply chain and product life-cycle ; a company may inadvertently provide
hazardous materials to someone or some group with a malicious intent to misuse or weaponize that product.

Vulnerahbilities in many parts of supply chain operations — targets and vehicles for delivering threats

*Chink in its armour- vulnerability



Supply Chain Areas of Security Vulnerability

* Security vulnerabilities may show up in three areas:
v' People

Crime is driven by humans. Criminals may go to great lengths to
obtain employment of one of their gang in a supply chain that
they want to target.

v Processes _ - _
Processes have maximum vulnerability due to parametric
sensitivities of hazardous inventory and critical operating limits

v' Technology

With IT systems driving larger parts of supply chains, IT security is
a growing issue. Examples are ERP, CRM and TMS.

ROgUE‘ access to one system can lead to access to the next one,
ana so on.

The Vulnerabilities in Supply chain
Vulnerabilities may pop up at any stage in the supply chain and during any portion of the lifecycle of a product

+ Design— are facilities, systems, equipment, and software designed with security in mind. Are designs secure from theft or
manipulation? Are designers properly vetted and frained for security?

= Construction — Are faclities, systems, and eguipment builtinstalled according to design? Are personnel working in
construction properly vetted and trained on security matters?

= Acguisition — Tampering and unauthorized replacement of products can make goods unsatisfactory or dangerous to
customers.

= Manufacture -- Supply chain partners may not have the same standards or priorities when it comes to security.

+ Storage — products and information are vulnerable for theft while they are being stored at many steps in the supply
chain. This includes while being stored at the pharmaceutical or specialty chemical facility and again they have been
delivered to customers for further processing, re-packaging, and distribution.

+ Packaging — Theft and tampenng are also concemns when goods are being loaded into containers and then placed in
vehicles for fransit.

+ Transport — Cargo diversion, hijacking and piracy are all concerns.

+ Waste management — Hazardous waste materials may be diverted for malicicus purchases and so have to be propery
fracked through their dispasal, recycling, or transfer for re-use.



Potential Supply Chain Vulnerabilities

Physical Security System

s your E}hysic.al SECLJritP(_systerjn adequate to deter, detect, delay, or deny
physical attacks up and including your design basis threat.

* Potential vulnerabilities:
* Inadequacies in the security guard force to deter, detect, delay, or deny

attackers from achieving their objective.

* Do you always have sufficient numbers or guards given the threats you face and the
consequences of a successful attack?

* Are guards adequately training and equipped to delay or deny attackers?

* Do they have a plan to call in law enforcement or reinforcements to help address a
security incident?

* |s the plan exercised and does it produce a response capable of keeping an attack
from being successful?

Potential Supply Chain Vulnerabilities

* Inadequate protection of physical security-related critical
infrastructure
+ Are critical infrastructure assets (e.g., electrical power, water) adequately
protected within the facility fence line?

* Are security barriers properly maintained (e.g., is your fence falling down or
are there gaps or breaks in the fencing?)

= Are power supplies to security equipment protected with back-up sources of
power, batteries, or other mechanisms to keep them operating.

* Are digital security systems protected against cyberattack or inappropriate
manipulation by workers, contractors, or vendors?



Potential Supply Chain Vulnerabilities

* Inadequate access control
* Do employees display appropriate identification that indicates approved
access to their location?

* |5 access by contractors, vendors, and suppliers carefully controlled and are
outsiders escorted when in potentially sensitive areas to the facility.

Potential Supply Chain Vulnerabilities

Personnel Security

Is your personnel secunty system adequate o defer malicious actions by insiders and respond to other types of security
events?

Do all facility workers have adequate security fraining?

Do all workers know how to detect and respond to a secunify incident?

Does security training cover physical, cyber, information, and personnel security?

Are events conducted to raise and test security awareness and response by plant personnel (drills).
Is monitoring conducted for inappropriate use of plant computer systems?

Are penalties in place for secunty violations?

Are all personnel with unescorted access to the facility subject to security screening when hired (including a criminal
background check)?

Does this include confractors and vendors who have unescorted access to the facility?
Is any criminal background screening conducted of personnel enfering Plant Alpha to deliver goods or pick-up products?

Are workers or wisitors to the plant ever searched for weapons or other contraband either when entering or lzaving the

property?



Potential Supply Chain Vulnerabilities

* Information Security

* |Is your information security program adequate to prevent the denial of
access to, theft, or manipulation of information assets?

* Are adequate access and authentication processes in place to limit physical
or electronic access to sensitive information and information assets?

* Are hardcopies of sensitive company documents kept in locked rooms or
file cabinets when not in use?

* Are policies and procedures in place to cover the secure storage,
communication, and transportation of sensitive company information?

* Are policies and procedures in place to cover the secure disposal of
sensitive information and information assets.

Potential Supply Chain Vulnerabilities

Acquisition of Materials and Equipment

* Does the acquisition of material and equipment involve adequate
checks for security issues?

* |s there inspection for counterfeit parts and materials?
* Are suppliers vetted for quality and reliability?

* Are security inspections conducted of all deliveries and delivery
equipment.

* Are equipment adequately tested for security issues prior to
installation or use at the facility?



Potential Supply Chain Vulnerabilities

Customer Vetting

* Are customers adequately vetted to guard against the malicious use
of products?

* Are customers vetted to determine that they are legitimate?

* Are restrictions on the sale of certain products to customers
rigorously followed?

* Are suspected attempts to acquire hazardous of dual-use materials
reported to the authorities?

Potential Supply Chain Vulnerabilities

Transport
* Is the transportation of goods conducted in a secure manner?

» Are the transportation companies carrying products to customers
carefully vetted for security and reliability?

* Are security requirements included in the transport contracts?

* Are goods tracked during transport?

* |Is there a prompt acknowledgement of receipt of goods provided by
customers?



Potential Supply Chain Vulnerabilities — cyber security

Dr Clifford Glantz
Cybersecurity
* | your cybersecurity program adequate to protect your digital assets from a loss of availabiity, mtegnty, or confidentiality?
* Does the company have a comprehensive cybersecurity program?

*  Are cybersecunty roles and responzibiities clearly defined and put in place?

Are cybersecunty requirement for the acquisiion of digital systems and assets put into procurement contracts?

Iz there coordination among IT, systems engineers, and physical security staff regarding cybersecurity.

Iz compliance with company cybersecurity policies and procedures periodically assessed?

Dioes the company employ a defensive architecturs for its business and control system networks?

Iz there regular logeing and auditng of traffic through system firewalls to detect unauthorzed actvities (e.g., malicious intrusion, malware)?

Are unused or unwanted software automatcally removed?

Are unused and unneeded communication ports on devices disconnected?

Are tight secunty restnctions placed on extemnal access to plant business and control sysiems — including restrictions on workers,
confractors, and vendors?

+  Are wreless pathways into systems protecied at an equivalent level with wired communication pathways?

Are adequate access and authentication processes in place to limit access fo digital systems and assets?

Are access permission hists reviewed and kept current?

Case study 1: Theft of hydrocarbon fuel

Powerful person contracted tanker lorries

Hand-in-glove with Drivers

Regularly siphoned fuel on its way to the stations
* Was not aware of the safety

Unsafe fuel discharge resulted in huge fire
Destroyed the neighbouring SME

Typical case of a supply chain vulnerability



Case Study 2: Theft of a classified substance

* Pharmaceutical Company manufacturing anti bacterial solvents
* Involved the use of Cyanide Egg

* Cyanide Egg issued and handled carefully under direct supervision of
the production incharge

* During night shifts —violation of rules

* Contract labor stole one of the eggs in his pant pocket for handing
over it to a terrorist

* Got red-handed in the dressing room

Case Study 3: Sabotage of oil pipelines

* Un-secured oil pipeline in a north-east refinery
* Agitating workers set fire to the oil pipeline

* Huge loss of fuel and exchequer

Case Study 4: Rented Warehouses- Major cities and near ports —
A real potential for security threats!

* Poor storage practices

= Anything is stored with any — compatibilities are not checked —potential for safety and security issues
= Warehouse is not physical protected & access control

= Transportation threats



Case Study 5: Theft of methanol, rectified
spirit & absolute alcohol

* Ease accessibility
* Workers distil in the lab
* Cases of poisoning and affected CNS

Thank you
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In the previous exercise you have:

- identified an array of attack scenarios involving
threat agents mounting attacks on Plant Alpha.

+ |dentified preliminary physical, cyber, and
personnel security enhancements Plant Alpha
might implement to reduce or eliminate those
attack pathways.

In this exercise, we will take a deeper dive into g"!. l!v‘

identifying supply chain vulnerabilities
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» Reform into groups.

» Review handouts regarding aspects of the Plant
Alpha supply chain and product lifecycle.

» Pick select areas and identify specific supply chain
vulnerabilities. Concentrate on security
vulnerabilities that could allow the sabotage, theft,
and diversion of hazardous or weaponizable
chemicals.

* Choose a representative to present your
proposed security enhancements this to the class.




o

Pacific

Northwest Present Results

o

Pacific
Northwest

Thank you
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* Outline
= Challenges due to a very complex system
= Supply chains can be securely engineered to prevent abuse and crime

= Approaches to reduce the risks of threats and vulnerabilities can be strategic, tactical,
or both

= A popular strategy is layered defence

= Building security into equipment

= This is ideal for ongoing supply chains that persist for long durations, e.g. product
lifecycles
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Supply Chain complexity:

Suppliers acturers Warehouses & Customers
Distribution Centers

o

|

Material Costs

Challenges due to
Complexity:

The supply chain is
is a continuously
evolving multilayered
network of physical
and cyber systems
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» Complexity does not prevent the problem from being addressed if we
recognize which elements of chemical supply chains are more attractive:
= Chemicals
= Manufacturing and production facilities
= Transport and distribution infrastructure
= Personnel
= Symbolic nature of the industry itself
= Along with many, many others
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= Supply chains can be securely engineered to prevent abuse and crime
= Secure storage areas: security reduces losses
= Employee vetting

= Cooperation and collaboration with upstream and downstream nodes in the supply and

distribution network, recognizing shared interests in security, quality control,
scheduling, etc.

= |Inventory Control: benefits business and security
= Partnership with Import/Export regulators, border security

= Transportation Security: trained and vetted professionals to safely and securely
transport chemicals and materials

\g{

Pacific

Northwest Security Engineering: Strategies and Tactics

» Approaches to reduce security risks should include both strategies and
tactics.

« Strategies are used to define or outline the desired outcome or goal

* Tactics represent the specific actions that are required to implement
the strategy
* What is to be done
= Order of operations
* Tools to be used
= Personnel involved

« Strategies and Tactics must work in tandem:
= Strategy without Tactics = Big plans and little action
= Tactics without Strategy = Plenty of action, but little structure or order




Pacific

"Strategy without tactics is
the slowest route to victory.

Tactics without Strategy is
the noise before defeat.”

Sun Tzu ? E
>

“All men can see these
tactics whereby I conquer, but what
none can see is the strategy out of
which victory is evolved.”

Sin [z

7
Nonnwest  One Strategy: Defense-In-Depth
* “Defense-in-Depth” or a “layered defense”:
= Benefits both physical and cyber security
= Avoid single points of failure
= Helps limit access to products, systems, and data
systems to only those who require it.
* Prevents one individual from controlling multiple
security layers in the system

to know what to load or what they are carrying.
However, they should not be able to manipulate the
inventory control system. That might tempt them to
manipulate the system for their own benefit.

* Example: Truck drivers may need to view inventory data §
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» Example:

» Senior managers may want to see the status of products as they are
being manufactured. However, having access to data should not
include the ability to control production.

» Senior managers at company headquarters may ask for remote
access to facility control systems so they can observe production.
However, providing remote access to control systems could allow an
attacker to gain access to and then manipulate the control systems

* A better approach is to allow the one way transfer of data to a control
system viewer that can be remotely accessed. That viewer would not
have a pathway for communicating instructions back to the control
system and therefore could not be used to compromise the security
of the control system.

7
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» Building security into infrastructure, equipment, data systems, and processes

= This is ideal for ongoing supply chains that persist for long durations, e.g. product
lifecycles

= Topic for Discussion: What about custom chemical synthesis, where any
order/customer is potentially unigue or one-time-only.
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» Physical security: Security guards, perimeter security devices, locking
devices, lighting, alarms, CCTV

- Physical access control: Access controls for employees, visitors, vendors
and vehicles

» Personnel security: Policies for hiring, background investigations and
termination procedures

 Information security: User ID, passwords, e-mail, Internet access, hardware
& software security

o
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Nothwest Security Engineering—elements

* Procedural security: Policies for shipping & receiving hazardous materials,
warehouse security, document review and recordkeeping

» Security training: Safety and security training and related procedures.

» Conveyance security: Policies for control of seals, container and seal
inspection and container storage

» Business partner requirements: Security-aware selection of carriers,
suppliers and warehouses

+ Utilization of container security devices (special for tier 3 companies)
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* Reduction of HazMat shipments

Conversion to less hazardous derivate chemicals before shipping
Relocation of facilities to be closer to buyers of dangerous chemicals
*Order swaps with own factories / competitors

*Security-aware consideration of mode of transport

Closer collaboration / coordination of operations with clients

o
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» Engineering solutions for chemical security—ideas

Hiding of storage tanks and keeping them far from perimeter
Inventory control

Tamper-evident packaging

Biometric drive identification

Make security a personal responsibility

Safe driver behaviour (no hitchhikers, no social media updates)
Background checks

Performance monitoring

Training (expectations, procedures, responsibilities)

Creating strong security culture (engage shippers, carriers, freight forwarders and
authorities in security & make security a internal priority)
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» Engineering solutions for chemical security—ideas

= Try to keep chemical facilities and shipping routes away from vulnerable infrastructure
(government buildings, tunnels, bridges, urban areas)

= Advanced route planning to reduce number and distance of HazMat shipments (DOW
case)

If possible, alternate routings and shipping times

= Observe criminal and insurgent activity outside facilities and near shipping routes
Tracking & tracing with GPS solutions (spill over benefits in terms of logistics)
Electronic cargo sealing systems

* Remote vehicle immobilization capabilities

= Cyber security (information about shipping schedules and routes)

= |ntegration of cyber security into the overall supply chain security strategy

7
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» Engineering solutions for chemical security—ideas
= Other ideas?
= What are we missing?
= Can we use a “red team” approach to find vulnerabilities?
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* Outline
= Chemical Weapons and TICS are global threats requiring global counter approaches
= However, regional efforts integrated globally are more easily implemented
= Examples
» Gene synthesis as a model practice that has been widely adopted regionally (US)
« Custom synthetic narcotics as a problem in search of a practice
= Regulations (no consensus) vs. Practices (can reach consensus)
» Failures of prohibition and traditional concepts of chemical weapons
= Incentivization of best practices
= Different practices are suitable for different types and sizes of firms
= Addressing People
= Addressing Processes
= Addressing Equipment
= New Technologies (e.g. RFID chips, digital monitoring, blockchain)
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» Customer Vetting in practice:

= Custom DNA synthesis

» In molecular biology, cloning has become increasingly less attractive as a means of genetic
manipulation.

* Instead, assembly of synthetic oligonucleotides has become cheaper and more reliable

* However, this makes it possible to assemble entire genomes, in principle

* Smaller genomes are easier to assemble than others

» Virus genomes are quite small; horsepox synthesis published in Science was a wake-up call

+ Some viruses are very bad; ergo we do not want irresponsible custom DNA synthesis to occur

+ Solution: customer vetting and screening of oligonucleotide synthesis requests has been adopted by
the major US vendors

:?f/ Supply Chain Security and Customer Vetting:
orthw Best Practices

MATIONAL LARCRATORY

» Customer Vetting Case Study:
» Custom organic synthesis and chemical vendors—is customer vetting ever done?
Probably not:

v Several years ago, in a project probing chemical security practices, custom synthesis of 1 kg of a
highly toxic pesticide (technical grade, 90+ % purity) was ordered online, paid for by personal credit
card, and delivered to a residential street address. No questions were asked. The material was
analyzed and shown to be the compound that was ordered, and it was highly pure—as pure as the
technical grade material produced and formulated into a product.

¥ Numerous vendors online offer custom syntheisis services.

¥" Organic synthesis is moving towards automated determination of the synthetic route (see Sigma's
software) and automation of the synthesis itself.
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» Customer Vetting Case Study:
= Large Chemical Vendors: is customer vetting ever done?
Yes, at least in some cases. Examples:

¥ Sigma-Aldrich policy, first time orders policy:

“...supply the service representative with shipping and billing information. The representative will ask
some questions about your general business, along with taking the order. The New Account
Department will then very this information, as well as validate our intend use of our products. You may
be contacted for further clarification...”

“...buyer will property test, use...products purchased from Sigma-Aldrich in accordance with the
practices of a reasonable person who is an expert in the field and in strict compliance with all
applicable laws and regulations, now and hereinafter enacted.”

P:fﬁc Supply Chain Security and Customer Vetting:

Northwest Best Practices

MATRCMAL LASER ATCRY

» Customer Vetting Case Study:
= Custom organic synthesis and chemical vendors—is customer vetting ever done?

Often it is not, either by default or with complicity in misue by the customer.
Examples:

¥ Fentanyl. Fentanyl is a significant threat to public health in the US and elsewhere (users, and first
responders). Many fentanyl derivatives are active, potency is often not known. New variants
inevitably come from custom synthsis. China crackdown on Fentanyl.

¥ Anabolic steroids operation in WA and elsewhere. Steroids are sold (to athletes, high school
students, etc.) online and delivered through the mail. Sometimes they come directly from overseas
(typically, China), unclear if it is from the manufacturer or (more likely) a middleman, also sometimes
through a U.S. middleman. Does the manufacturer know their product is being sold in this market?
Or are chemicals being diverted away from legitimate downstream customers? Does the
manufacturer care? Or suspect anything is happening?

¥" Synthetic Cannabinoids




Exercise D

Dr. Radha Kishan Motkuri

Pacific
Northwest

Exercise D — Supply
Chain Security Best
Practices

Radha Kishan Motkuri, Cliff Glantz, and John Cort
Pacific Northwest National Laboratory (PNNL)
Richland, WA, 99352

USA

18 v oy
PNNL ia cperned by Banalhe for e U.S. Depanment of Energy

Pacific .
Northwest  |nstructions

In the previous exercise you have:

« identified an array of attack scenarios involving
threat agents mounting attacks on Plant Alpha.

+ |dentified preliminary physical, cyber, and
personnel security enhancements Plant Alpha
might implement to reduce or eliminate those
attack pathways.

« |dentified specific security vulnerabilities in the
Plant Alpha supply chain and chemical lifecycle.

In this exercise, we will explore specific supply chain w
security best practices that could be applied at Plant 9
Alpha to remedy the observed vulnerabilities.




Pacific

Northwest  Areas to Consider

Plant Alpha’s Infrastructure: Design, Construction, Testing, and Maintenance
» Business Network Security

ICS Network Security

Physical Security

» Personnel Security

+ Acquisition of Materials for Manufacture

* Processing/Manufacture/Storage of Chemicals

» Sale of Products to Customers
* Transport and Delivery of Products
» Waste Management

Northwest  [nstructions

MATIONAL LABORAT

» Reform into groups.
+ Select several areas of concern.

+ Review information on vulnerabilities of the Plant
Alpha supply chain and product lifecycle.

« |dentify security practices that can reduce or
eliminate specific vulnerabilities and therefore
improve supply chain security.

» Choose a representative to present your proposed
security enhancements this to the class.
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Brief : In India there are about 1861 Major Accident Hazard (MAH) units,
spread across 301 districts and 25 states & 3 Union Territories, in all zones
of the Country.

Besides, this there are about thousands of Registered and Hazardous
Factories (below MAH criteria) and un-organized sectors dealing with the
numerous range of Hazardous chemicals as a Raw materials, posing a
serious and complex levels of Disaster risks, during its Supply chain (SC),
vulnerabilities.

These Risks may manifest in to accidents and which are significant in terms
of injuries, pain, suffering, loss of lives, damage to property and
environment. India continued to witness a series of chemical accidents even
after Bhopal had demonstrated the vulnerability of the country.

Only in last decade, there are about 130 significant chemical accidents are
reported in India, which resulted into 259 deaths and 563 persons are got
Injured.

All stakeholders Service

Providers

in the supply
chain are
dependent on
each other, so
all basic Government
security
requirements in
a supply chain
must be fulfilled
by all of them ,
in order to
prevent and
recover during
disruptions
while goods are
in transit.

Stakeholders

in security
supply

chain

TradersFactories Insurance

Providers
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The complexity of the chemical industry makes chemical logistics very challenging

Close to 1 lakh
products across a
range of categories
and SKUs

Nature of
products

Diverse Product
Segments

Varied needs &

Chemical . requirements of
Focus on Diverse end A S

Industry
QSHE user segments segments

Adoption of green

logistics incurs
incremental costs Complexity

Involvement of .‘ Large Number lnu:;rsa‘lnespsoul1 | Regional concentration
st Of Stakeholders o PPy

multiple agencies in & Distribution of chemical clusters
the transportation : resulting in lengthening
of chemical f of supply lines
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ISO -28000 STANDRD —ESTABLISHES THE SECURITY MANAGEMENT OF THE

SUPPLY CHAIN VULERNABULITIES,

+ Presently the Standard had been adopted by Maritime, Logistics and
Warehousing providers, Manufacturing facilities, Services, Hotel and
Tourism Industries,

+ Benefits of the Standard: Benefit of having Qualification of Tenders, Cost
Savings from Both increased Efficiency, Budget Awareness, Reduction in
Custom Compliance Audits and Inspections, having easy Integration with
other Standards like,ISO-9001,14001,0SHAS-18001.

- Standard establishes an effective Security Management System,

+ Identifying of Security Threats, Adopting of Security Management Policy &
Planning,

« Establishes Procedures to Manage the Legal, Statutory, Regulatory Security
Requirements,

+ Establishes the Security Management Structures-Roles, Responsibilities ,
Authorities,

» Establishing Competence & Training and Security Communication
Procedures, Security Management Emergency Plan, Investigation of

Cariritv Theidante



Publication Year Reaffirmed Year Title
2001 2017 Series 1 Freight
containers -
Classification, dimensions
and ratings
1973 2014 Pallets for Use in ISO

Series 1 Freight
Containers

2001 2017 Freight Containers -
Coding, Identification
and Marking

2001 2017 Series 1 Freight

Containers - Handling
and Securing
I1SO International

Shipping Container
Standards

STANDARD COMMUNICATION PROTOCOLS ARE TO BE ESTABLISHED FOR
PREVENTING OF CRASHES BETWEEN THE VECHICLES TO VECHICLES.

THE PROTOCOL WILL ENHACE THE SAFETY AND SECURITY OF THE VECHICLES
CARRAYING THE HAZARADOUS CHEMICALS ACROSS THE CITIES.

ONE SUCH TECHNOLOGY IS RFID EXISTS IN SEVERAL FREQUENCY BANDS FOR
MANY DIFFERENT APPLICATIONS, EACH WITH ITS OWN CHARACTERISTICS.

* RADIO-FREQUENCY IDENTIFICATION (RFID) USES

ELECTROMAGNETIC FIELDS TO AUTOMATICALLY IDENTIFY AND TRACK TAGS
ATTACHED TO OBJECTS.

THE RFID TAGS CONTAIN AT LEAST THREE PARTS: AN IC THAT STORES AND
PROCESSES INFORMATION AND THAT MODULATES AND DE-MODULATES THE
RADIO FREQUENCY (RF) SIGNALS;

A MEANS OF COLLECTING DC POWER TOVFROM THE INCIDENT READER SIGNAL
AND AN ANTENNA FOR RECEIVING AND TRANSMITTING THE SIGNAL.



THE RFID TAG INCLUDES EITHER FIXED OR PROGRAMMABLE LOGIC FOR
PROCESSING THE TRANSMISSION AND SENSOR DATA, RESPECTIVELY.

*,
L3

THE RIFD BASED LOCKING SYSTEM CAN BE USED FOR ACCESS
MANAGEMENT, TRACKING OF GOODS, TRACKING OF PERSONS ,TOLL
COLLECTION AND CONTACTLESS PAYMENT, MACHINE READABLE TRAVEL
DOCUMENTS,AIRPORT BAGGAGE TRACKING LOGISTICS,

*,
L3

WASTE MANAGEMENT:RFID HAS RECENTLY DEVELOPED IN THE WASTE
MANAGEMENT INDUSTRY. RFID TAGS ARE INSTALLED ON WASTE
COLLECTION CARTS, CONTAINERS, LINKING CARTS TO THE OWNER'S
ACCOUNT FOR EASY BILLING AND SERVICE VERIFICATION .

*,
L3

*,
L

THE MAIN SUCCESS FOR THE TECHNOLOGY HAS COME FROM THREE AREAS,
TICKETING, PAYMENT SYSTEMS AND SUPPLY CHAIN TRACKING.

THE RELEVANT INDIAN STATUTES FOR DEALING WITH THE
SECURITY ISSUES OF SUPPLY CHAIN VULERNABULITIES :

% The Petroleum and Minerals Pipe Lines (Acquisition of Right of User in Land), Amendment
Act.2011,

% The Prevention of Damage to Public Property Act, 1984;

++ Indian Penal Code(IPC) and Cr .P.C(Criminal Procedural Code);

«» UAPA Act :Unlawful Activities (Prevention) Act, 1967,

% The Chemical Weapons Convention Act,2000;

++ THE MANUFACTURE,STORAGE AND IMPORT OF HAZARADOUS CHEMICALS RULES, 1989,

++ EXPLOSIVES ACT 1884 & THE EXPLOSIVES RULES, 2008, THE EXPLOSIVE SUBSTANCES

ACT,1908, THE AMMONIUM NITRATE RULES, 2012,

» International Ship and Port Facility Security Code (ISPS Code).Under SOLAS

++ THE INDIAN FACTORIES ACT,1948 AND AMENDED ACT 1987 AND THE TELANGANA STATE
RULES MADE THERE UNDER;

++ THE CENTRAL MOTOR VECHICLES ACT,1988 AND THE CENTRAL MOTOR VECHICLES
RULES,1989 Amended ,2015:

“ The Hazardous Waste (Management ,Handling Transboundary Movement) Rules, 2008.

++ THE ENVIRONMENT (PROTECTION) ACT OF 1986;

< THE PUBLIC LIABILITY INSURANCE ACT,1991;

++ THE CHEMICAL ACCIDENTS (EMERGENCY PLANNING.PREPAREDNESS AND RESPONSE)
RULES,1996, Amended 2005.

% The Disaster Management Act, 2005 ;

% The Information Technology Act,2000.
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The Petroleum and Minerals Pipe Lines (Acquisition of Right of
User in Land), Amendment Act,2011:

Sec 7: The Government had the Right of User Land for laying the
Pipe Line to distribute the Petroleum, Gas and Other Minerals,

Sec 15 (2): Whoever wilfully disrupts the Pipe Line, Making any
connection with the Pipe Line for Transferring of Petroleum or
Gas any other Mineral or causing any Damage to the Pipe Line
with Fire or Explosion are Rigorously Punishable,

The Offence is a Cognizable and Non-Bailable One . With this
Statue the Govts. can Protect the Essential Commodities Like
Petrol, Gas Supply Chain Distribution Network from Security
Vulnerabilities.

THE PREVENTION OF DAMAGE TO PUBLIC PROPERTY ACT, 1984
Sec 2: Defines Public Property Means and which includes any Moveable or
Immoveable Property or Machine Owned by the Government,

Sec 3(2) and Sec (4): Who ever do any Mischief to the Public Property

building, installation or other property used in connection with the

production, distribution or supply of water, light, power or energy;

(b) any oil installations;

(c) any sewage works;

(d) any mine or factory;

(e) any means of public transportation or of tele-communications shall be a

Punishable Offence.

« If the above Mischief has been Carried out by using Fire or Explosion the
Violation is still more Rigorously Punishable .

The above Statues is to Safeguard the Security Vulnerabilities of the Govt

Supply Chain ,Transpiration, Manufacturing Facilities.



Sec 284 & Sec 285 & 286 of IPC: Whoever does with any Poisonous
Substance or Fire or any Combustible Matter or Explosive Substance an
Act of Rash and Negligently or Omitting an Act causing Danger to Life,
Injury to any Person are Punishable under IPC With Imprisonment or with
a Fine or Both.

By this Provision if Intentionally Rash and Negligently Causes any of the
above Harm while Transporting, at Wearhouse ,resulted in the release of
Hazardous Chemicals causing Potential Harm is Punishable.

Sec 379 : Whoever Causes any theft are Punishable with Imprisonment
for three Years or With Fine Or Both

and Sec 380 : Who ever causes any theft in any Building or Vessel shall
be Punishable with Imprisonment for Seven Years and With Fine.

By using the Provisions who ever disrupts the Supply Chain by doing the
Act of Theft are Punishable.

Sec 120-B : Who ever is made Criminal Conspiracy or Party to
it Causing Death is Punishable for Life or R.I for Two Years.

Under this Provision if nay Conspiracy made by disturbing the
Hazardous Chemical Supply Chain , while doing the Transportation
with an Intention to Cause Death are Punishable.

Chapter VI of the IPC - offences against the State. Chapter VI
spans from section 121 to 130 in the IPC, and primarily contains the
offence of ‘waging war against the Government of India’ (section
121),147 and ‘sedition’ (section 124A)(Terrorism),

UAPA Act :Unlawful Activities (Prevention) Act, 1967.



THE CHEMICAL WEAPONS CONVENTION ACT,2000

Sec 2(e) : Defined Goods in relation to the Toxic Chemicals ,Pre- Cursors ,
Discrete Organic Chemicals, Containing ,P,S or Fluorine or Apparatus used
in the Production ,Processing, Storing of Toxic Chemicals,

Sec 2(k): The Handling of said Chemicals are not Prohibited for Industrial,
Agricultural, Medical and Pharmaceuticals, Military Purposes, Law
Enforcement for Riot Controls,

Sec 7(s): The National Authority shall ensure Safety ,Health and
Environment during the Transportation, Sampling, Storage, Destruction of
C.W Production Facilities, lessening of Inventories,

Sec 13: No person shall Possess chemical Weapons, Pre-Cursors and Riot
Controlling Agents,

Sec 17: Sch-I Chemicals Export/Import is Prohibited,

Sec 18: Sch-I to IIT mfg. facilities of Chemicals shall be Registered .

The Manufacture ,Storage And Import of Hazardous Chemicals ,
Rules, 1989, Amended Rules,1994 and 2000

These Rules are promulgated under Sec 6,8 and 25 of E.P Act,1986.
The Rules are dealing with the issues of an Operations, Storage,
including Pipe Line Transfer, Import and Export of Hazardous
Chemicals.

Rule (2)(h): Industrial Activity includes an Operation or Process
Carried out in an Industrial Installation as referred in Schd-4,involving
one or more Hazardous Chemicals as listed in the Schedules. On Site
Storage, Transport or Isolated Storage or a Pipe Line Transfer.

Rule [2][j] defines Major Accident includes involving loss of Life
inside or out side the Installation, Ten or more Injuries

Inside and or one or more injuries outside or release of Toxic
Chemicals or explosion or fire or spillage of Hazardous chemicals
resulting in On-Site or Off-Site Emergencies or adverse effects to the
Environment.



Rule [2][j]1[a]: MAH installations Means -Isolated Storage and Industrial
Activity at Site Handling(including Transport through Carrier or Pipe Line)

Rule [2][ m] : Site includes any Location where hazardous Chemicals are
Stored, manufactured, handled, Disposed also includes Pier, Jetty, Similar
any Floating Structurer whether Floating or Not.

Rule [2][k] : Pipe Line means a Pipe or a System of Pipes for the
conveyance of a Hazardous Chemicals ,the Pipe Lines also includes
Interstate Pipe Lines.

Rule 4: Under the general responsibility of the Occupier ,during the
Industrial Activity shall Take adequate Steps to Prevent Major Accidents and
to Limit its Consequences to Persons and Environment.

Provide Information, Education, Training and Equipment including Antidotes
if necessary.

Rule 10 &11 : Submission of Annual Safety Audit Reports and Updating.

Rule 13 & 14 : Preparation of On-Ste Emergency Plan and Off-Site Emergency Plan,

Rule 15: Giving of Advance Information to the Persons liable to be affected by a Major
Accident,

If the affected one is Out-Side the Site, through the respective Dist. Emergency Authority
the information can be Publicised,

Which Includes:

a).The Nature of Major Accident Hazard ,

b).The Safety Measures and Do’s and Don'ts which can be adopted during the Major
Accident,

Rule 17: Collection ,Development and Dissemination of Information, includes,
Hazard Identification,
Developing of M.S.D.S Sheets.

Under Rule 17(4): Ever Container of Hazardous Chemicals shall be clearly Labelled to
Identify

a).The Contents of the Container,

b).The Name and Addresses of the manufacturer or Importer of the Hazardous Chemicals,
¢).The Physical , Chemical and Toxicological Data as per the Criteria,

d).The Container can also be Tagged[GPS,RIFD] or accompanying of the Documents.



Rule 18.Import of Hazardous Chemicals -

Sub-Rule-(2):Not less than "30” Days prior to
Import or at least on the date of Import, the
Responsible Person shall inform to CIF/DF the
following Information Related to the Hazardous
Chemicals as listed under the Schedule :

i).The Name & Address of the Person receiving the
Consignment in India,

ii).The Port of Entry to India,

iii). The Mode of Transport.

iv).The quantity of Chemicals being Imported,
v).Complete Product Safety Information.

Sub-Rule (3) : If the Chemical is being Imported is likely to cause Major
Accidents, the Authority may direct to Take the Importer such Safety
Measurers ,

Sub-Rule3-A: The Authority can also Stop the Imports on the Grounds of
Safety and Environmental Considerations,

Sub-Rule (4) :The Authority can Simultaneously inform to Port
Authorities ,regarding the Measures to be adopted while Off-loading the
Consignment related to Safe Handling and Storage,

Sub-Rule (5): A Record also shall be Maintained regarding the imported
Hazardous Chemicals as specified in the Sch 10,

Sub-Rule (6):The Importer Shall ensure the Transport of Hazardous
Chemicals to the intended Destinations shall be in accordance with the
central Motor Vehicles Rules ,1989 framed under the Provisions of the
Motor Vehicles Act,1988.



Schedule 10 under Rule 18(5)

1.Name and Address of the Importer:

2.Date and Reference No of issuing of Permission to Import
Hazardous Chemicals.

3.Discription of Hazardous Chemicals :
a).Physical Form:

b).Chemical Form:

c).Total Volume and Weight:

(In Kgs/Tonnes)

4.Description of Purpose of Import:

5.Description of Storage of Hazardous Chemicals:
a).Date:

b).Method of Storage:

Explosives Act 1884:



Explosives Act 1884:
It is an Act to regulate the manufacture, possession, use, sale, [ transport,

import and export] of Explosives.

Sec 4(d)"explosives" means gunpowder, nitro-glycerine, nitroglycol,
gun-cotton, di-nitro-telemetry-nitrotoluene, picric acid, di-nitro-
phenol, tri-nitro-resorcinol (styphnic acid), cyclo-
trimethylenetrinitramine, penta-erythritol-tetranitrate, tetryl,
nitroguanidine, lead azide, lead styphnate, fulminate of mercury or
any other metal, diazo-di-nitro-phenol, coloured fires or any other
substance whether a single chemical compound or a mixture of
substances, whether solid or liquid or gaseous used or manufactured
with a view to produce a practical effect by explosion or pyrotechnic
effect; and includes fog-signals, fireworks, fuses, rockets, percussion
caps, detonators, cartridges, ammunition of all descriptions and
every adaptation or preparation of an explosive ;

The Explosives
Rules, 2008:



The Explosives Rules, 2008:

(22) "explosive limit" means the maximum quantity of explosives
permitted by the licensing authority to be stored or processed in a
particular premises,

(33) "man-limit" means the maximum number of individuals
permitted by the licensing authority to work inside a particular
premises for manufacture or processing of explosives;

47) "safety management plan” means the comprehensive plan for
ensuring and managing safety in an explosive manufacturing
factory;

(48) "sarety distance” means the distance necessary under these
rules to be kept clear between any licensed factory shed,

magazines, store house or other licensed premises and protected
wmwinrl-e aec roafarrad fA in CrhaAdiila \/TTT-



THE EXPLOSIVE
SUBSTANCES ACT,1908:

THE EXPLOSIVE SUBSTANCES ACT,1908:

Sec 2: (a)"explosive substance".- In this Act the
expression "explosive substance" shall be deemed
to include any materials for making any explosive
substance; also any apparatus, machine, implement
or material used, or intended to be used, or adapted
for causing, or aiding in causing, any explosion in or
with any explosive substance; also any part of any
such apparatus, machine or implement,



(b). the expression "special category explosive substance" shall
be
research development explosive (RDX),

Penta erythritol tetra nitrate (PETN),
high melting explosive (HMX),

tri nitro toluene (TNT), etc.
and any other substance, by notification in the Official Gazette,
specify or the purposes of this Act.

Stringent Punishments are prescribed under the Act for the
unlawful possession of Substance and activities.

The Explosive Substances Act,1908:

Sec 3 : Who ever Causes any explosion likely to endanger life or
property , whether any injury to person or property has been
actually caused or not, be punished with imprisonment for life, or
with rigorous imprisonment of either description which shall not
be less than ten years, and shall also be liable to fine.

Sec 4: Who ever Causes any explosion with special category
explosive substance, an explosion of a nature likely to endanger
life or to cause serious injury to property shall, whether any
injury to person or property has been actually caused or not, be
punished with death, or rigorous imprisonment for life, and shall
also be liable to fine. Under this Act the Security of Supply chain
can be Guarded with Draconian Punishments.



The Ammonium Nitrate
Rules, 2012

15. Safety and Security Management
Plan.

(a) assigned responsibility and organisational
structure;

(b) hazard identification, risk assessment and
control;

(c) provision of information, education and training
to the work force, contractors and visitors;

(d) accident reporting and investigation;.

(e) emergency response planning and preparedness
such as first aid, testing of emergency plan once in
a year;



(f) Disaster Management Plan and provision of
escape routes, identifying and assessing security
risk associated with the activities; evacuation plan,
appropriate fire fighting controls;

(g) set of process adopted by the holder of the
licence to carry out authorized activities and
keeping of Ammonium Nitrate secure;

(h) maintenance of schedules for plant and
equipment;

(i) standard operating procedure;

(j) competence of personnel for tasks;

(k) nature of the surveillance;

(3) Every person engaged in
the manufacturing factory shall
be imparted training in safety
and security aspects ------



A Diplomatic Conference on Maritime Security, held at the
London Headquarters of the International Maritime
Organization (IMO) from 9 to 13 December 2002 (the
2002 SOLAS Conference), was attended by 109
Contracting Governments to the 1974 SOLAS Convention,
observers from two IMO Member States and observers
from the two IMO Associate Members.

The 2002 SOLAS Conference adopted a number of
Amendments to the International Convention for the
SAFETY OF LIFE AT SEA (SOLAS), 1974, as amended,
the most far-reaching of which enshrined the new
International Ship and Port Facility Security Code
(ISPS Code).

CODES RELEVANT T THE SECURITY OF PORTS AND SHIPS:
Port-related security issues should be addressed in accordance with
the ILO/IMO Code of practice, Security Imports (2004), and, as
appropriate, with the IMO’S,ISPS Code, 2003 edition
(International Ship and Port Facility Security Code and
SOLAS Amendments, 2002).

ISPS (International Ship and Port Facility Security Code )
Code is an Amendment to the SOLAS Convention on Minimum
Security Arrangements for Ships, Ports and Government Agencies.

The Code developed in response to the perceived threats to the
ports and ships in the wake of 9/11 attacks of U.S.

The Code is a two part Document on minimum requirements of
Security arrangements at the Ports and inside the Ships. Part-A
stipulates the mandatory arrangements and part-B stipulates the
Implementation Part.



Under the ISPS legislation, the Ports are obliged to:

» Develop and maintain an appropriate Port Facility Security
Plan (PFSP), which meets the requirements of the ISPS
Code.

» Designate a Port Facility Security Officer .

» Co-ordinate, Communicate and facilitate the
implementation of Security measures required by the PFSP
to the port community as appropriate.

» Establish a Port Security Committee, comprising
representatives of relevant Port facility groups, Regulators,
Agencies and other interested parties within the Port.

» Provide up to date advice, best practice and information on
current security developments and on the implementation
of the Port Facility Security Plans (PFSP) to the port
community.

» Co-ordinate and facilitate security training and testing of
the PFSP and where necessary co-ordinate the overall port
response to a security incident.

» Ensure the effective management and resourcing of
internal security arrangements in order to meet the
requirements of the Port PFSP. Review this security policy
and recommend revisions to the Board at least every 3
years.

» Which are in concurrence with the ISO 28000 Standard.



FACTORIES ACT ,1948 AND AMENDED
ACT,1987 AND TS FACTORIES RULES.
Related to Security.

The Factories Act ,1948 and the Amended Act,1087 &
The Telangana State Factories Rues made there Under :

Under Sec 7-A(3) and Sec 41B(2) and Sec 112 and Rule 61(SB)A :
HEALTH AND SAFETY POLICY:

Clause (5)(c) : Fixing the Responsibilities of the Contractors, Sub-
Contractors, transporters and Other Agencies entering the
premises- Under this clause an Agreement can be made with the
Supply Chain Agencies for plugging the Security Vulnerabilities,

Clause (f): Integrating the H & S Policy decisions including those
are dealing with the Purchase of RAW Materials -Under this Clause
the Security Vulnerabilities in the Supply Chain of the mfg. facilities
affecting the Health and Safety of the Persons shall be discussed as
a Part of the Security Plan,



Clause (s) : Arrangement s for Informing, Educating, Training and also to
the Public Concerned. ----- Under this Clause the Security vulnerabilities
can Publicised for Planning & Preparing the Concerned and to this extent an
Agreement can be made with the Supply Chain Agencies.

Clause (8)(b):Whenever any New Substances or Articles are Introduced in

the mfg. Process ,the Policy shall be Reviewed. Under this Clause the Supply
Chain Contract Agreement can be Reviewed the Security Vulnerabilities due

to the Supply of the New Substances & Articles.

Even though the Indian Factories Act, is Regulating the Working Conditions ,
by the introduction of the Sec 2 (cb) Hazardous Process due to the
Amended Act,1987, the Hazardous Process Provisions are taking care of the
Supply Chain Raw Materials ,Intermediates, Finished Products, Bye-Products ,
Hazardous Waste & Effluents and thereby guarding the Persons Connected
and the Environment there in, related to the Factories.—-------

----So SCM Agreements can be Made.

RULE 129. TRANSPORTATION OF GOODS OF DANGEROUS OR
HAZARDOUS NATURE TO HUMAN LIFE.(CMV RULES 1989).

(b).

(c)



Rule 131. Responsibility of the consignor for safe

transport of dangerous or hazardous Goods.
1) It shall be the responsibility of the consignor intending to transport any

dangerous or hazardous goods listed in Table Ill, to ensure the following,
namely:—

(a)the goods carriage has a valid registration to carry the said goods;

(b) the vehicle is equipped with necessary first-aid, safety equipment and
antidotes as may be necessary to contain any accident;

(c) that the transporter or the owner of the goods carriage has full and
adequate information about the dangerous or hazardous goods being
transported; and

(d) that the driver of the goods carriage is trained in handling the dangers
posed during transport of such goods.

RULE 133. RESPONSIBILITY OF THE DRIVER

(1)The driver of a goods carriage transporting dangerous or hazardous
goods shall ensure that the information given to him in writing is kept
in the driver's cabin and is available at all time while the dangerous or
hazardous goods to which it relates, are being transported.

(2) Every driver of a goods carriage transporting any dangerous or
hazardous goods shall observe at all times all the directions necessary
for preventing fire, explosion or escape of dangerous or hazardous goods
carried by him while the goods carriage is in motion, and when it is not
being driven he shall ensure that the goods carriage is parked in a place
which is safe from fire, explosion and any other risk, and at all times the
vehicle remains under the control and supervision of the driver or some
other competent person above the age of 18 years.]
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- Action plan is similar to an industrial installation.

ACTION PLAN FOR TRANSPORT ACCIDENT:

« The person to inform the emergency is Driver of the vehicle/cleaner
of the vehicle if they are safe.

« Otherwise any passerby will inform the emergencx to the
Emergency Control Center. The information flow thereafter is
similar to the above.

- Possibility of affected region is lesser than in_case of industrial
installation but the nature of accident scenario being dynamic and
sometimes occurs in the area where there is more population;
control of the situation may become critical.

- Here the important role players are the first responders ie police,
fire and medical authorities.

« Fantral AF Fraffica nantralizina tha chamicsal A camhatina fha fira

The Hazardous Waste (Management ,Handling Transboundary Movement)
Rules , 2008.

Rule 2(1): Hazardous Waste means waste by reason of its Physical, Chemical, Reactive,
Toxic, Flammable, Corrosive causes Danger or Likely to Cause DANGER TO Health,
Environment ,when in alone or when in Contact with Other Substances , as specified
WASTE in the Sch LILIII,

Rule 2(m): Hazardous Waste Site means a place of Collection, Reception, Treatment
,Storage of Hazardous Waste and its Disposal to the Environment , as approved by the
Competent Authority,

Rule(4):The Occupier shall be responsible for Safe and Environment friendly manner of
handling Hazardous Waste that which is generated in his Establishment,

The Occupier shall be Transported the generated Waste to any authorised re-cycler , Re-
user,Re-Processor in accordance with the Rules,

Rule (5): The Occupier Shall Take adequate Steps while Handling the Hazardous Waste
to Prevent Accidents, limit its Consequences on Humanbeings,and Environment.



Chapter IV ,Rule 13 :

Deals with the Import and Export of Hazardous Waste:

No Import Hazaradoous Waste from any Country for Disposal is
Permitted except for Recycling, Re-use and for Re-Processing,

The Export of Hazardous Waste from India is Permitted by following the
Prior Informed Consent Procedure of the Importing Country for having
Sound Management of the Hazardous Waste,

No Import/Export of Hazardous Waste as specified in the Sch VI is
permitted,

Rule 20 : The Packaging and Labelling and Transportation of the

Hazardous Waste, shall be in accordance with the Central Motor Vehicles
Act,1989 issued Guide Lines from Time to Time.

The E.P Act,1986:



Under The E.P Act,1986:

(e) “"hazardous substance” means any
substance or preparation which, by reason
of its chemical or physio-chemical properties
or handling, is liable to cause harm to
human beings, other living creatures, plants,
micro-organism, property or the
environment;

The Public Liability
Insurance Act, 1991.



The Public Liability Insurance Act, 1991.

Q Liability to give Relief under the Principle of No Fault.

O Where death or injury to any person (other than a workman) or
damage to any property has resulted from an accident, the owner
shall be liable to give such relief as is specified in the Schedule for
such death, injury or damage

O Every owner shall take out, before he starts handling any
hazardous substance, one or more insurance policies providing for
contracts of insurance whereby he is insured against liability to
give relief

O No application for relief shall be entertained unless it is made
within five years of the occurrence of the accident .

Chemical Accidents(Emergency Planning, Preparedness and Response)
Rules,1996 and Amendment Rules,2015.

Rule (2)(a): Chemical Accident Means an Accident involving, while handling any Hazardous
Chemical ,resulted in the Death, Injury or Damage to Property.

Hazardous Chemical: Any Criteria laid down in Part-I of Sch-I or as Listed in the Schedules -2 & 3,
Any of listed 431 Hazardous Chemicals as listed in Part-II of Schd-2.

Rule (2)(f) : Major Chem Accident means an Occurrence of Major emission, Fire or Explosion
invelving Hazd Chem Transportation or due to the Natural event likely to cause substantial loss of
Life, Property and also adverse effects on the Environment.

Supply Chain Definition can be extended to Pipe Line Mode of Transfer of Hazard Chem.

Rule-4:Constitutin of Crisis Alert System including Control Room, Info Networking, Communication,
Creating Awareness to the Pubic.

Rule 13: Info to Public related to Chem Accident Prevention, Preparedness, Mitigation in the en-route
of Transportation.



« Formed under
Chemical Accidents
gEmergency

reparedness and
Response) Rules
1996

Crisis Groups
., s

+ To deal with the
emer?enaes arising
out of chemical
accidents.

» Central Crisis Group
» State Crisis Group
* District Crisis Group
* Local Crisis Group

The Disaster Management Act, 2005 :
The Act comprises 79 sections and 11 chapters ,

e Sec 2(d):Defines Disaster means a Catastrophe, mishap,
Calamity or grave Occurrence in any area arising from a Natural or
manmade or by accident or Negligence which results in substantial
loss of Life or Human Sufferings or Damage to and destruction of
Property or degradation of Environment and is of such a nature of
magnitude, is of beyond the coping capacity of the Community.

and Disaster management in its new concept

¢ It provides institutional mechanism for monitoring and
implementation of plans

e Ensures measures by various wings of the Government for the
prevention and mitigation of disasters



SALIENT FEAUTURES:

The Act provides for a National Disaster Management Authority (NDMA),
The State governments shall create State Disaster Management Authorities
and District Disaster Management Authorities,

There shall be a Disaster Response Fund and Disaster Mitigation Fund at
National, State and District levels.

NATIONAL DISASTER MANAGEMENT AUTHORITY (NDMA) « National
Disaster Management Authority (NDMA) under the Prime Minister with nine
more members for laying down the policies, plans and guidelines for disaster
management.

The Authority will be assisted by a National Executive Committee (NEC)
of Secretaries to Central Government.

NATIONAL DISASTER RESPONSE FORCE (NDRF)

The Section 44-45 of the Act provides for constituting a National Disaster
Response Force "for the purpose of specialist response to a threatening
disaster situation or disaster" under a Director General to be appointed by
the Central Government.

Supply Chain Security Vulnerabilities Due to Cyber Attacks and Terrorism:
The Information Technology Act,2000

Sec 2(nb): Cyber Security means protecting Information, equipment
Devices, Computer, Communication device, and information Stored there in
,unauthorised access, use, disclosure, disruption , modification or
disruption;

Sec 2(ua): Indian Computer Emergency Response Team ,as established
under Sub-Section 70B; serves as a Nodal Agency to perform in the area of
Cyber Security viz. Forecast and alert of Cyber Security Incidents,
Emergency Measures for handling during the Threat and issue of advisory
Guidelines during the Threat.,

Sec 66 F :Defines Cyber Terrorism: Whoever with an intent to threaten
the Integrity , Security, Sovereignty of India or Strike Terror in the People,
by denying access to the authorised Computer Resources, Causing
Computer Contaminant, without authorisation accessing the computer
Resources are Punishable under the Act.



Conclusions +STATATUTOREYREQUIREMENTS AND CERTAIN STANDARDS FOR
GUARDING THE SUPPLY CHAIN SECURITY VULERNABULITIES:

ISO 28000 STANDARD,CONTAINER STANDARD,RFID,

SECURITY VULERANABULITIES RELATEDTO THE GOVT ESTABLISHMENTS,

Explosives ,Hazardous Process, Hazardous Substances, F.ACT,
MSIHC Rules.

PLI Act , Hazd Waste Management and Handling ,Transboundary Rules,
Types of Explosives,NH4NO3 Ware House SECURITY PLAN,

Storage Container Design, Insurance,

Labelling Significance, Training of the Employees, Transportation Risks,

Disasters Containment and Off-site Plan , NDMA , Cyber Attacks , Crisis
Groups.

THANKS

Your experiences can be shared at

velloresasikumargo@gmail.com
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Nothwest  [Nternational and Regional Security Standards

* QOutline

= Different types of risks with a range of probabilities and consequences

= CFATS

= |SO/PAS 28000:2007 (Specification for security management systems for the supply
chain)

= The Container Security Initiative (CSI)

= The Global Container Control Programme (CCP)

= The International Ship and Port Facility Security Code (ISPS Code)

= Standards for Smaller Scale and Fine Chemicals

= Global Chemical Security Summits
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Chemical Facility Anti-Terrorism Standards

* CFATS is a regulatory program (6 CFR Part 27) established by the U.S.
Department of Homeland Security in 2007 to addresses chemical security by
identifying and regulating high-risk facilities that possess certain chemicals of
interest (COIl) at specific concentrations and quantities.

. The CFATS regulation applies to facilities across many industries, including:

= Chemical manufacturing, storage, anddistribution
Energy and utilities

Agriculture and food

Explosives

Mining

Electronics

Plastics

Universities and laboratories

Paint and coatings

Healthcare and pharmaceuticals

~7 CFATS:
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Chemical Facility Anti-Terrorism Standards

* CFATS is a regulatory program (6 CFR Part 27) established by the U.S.
Department of Homeland Security in 2007 to addresses chemical security by
identifying and regulating high-risk facilities that possess certain chemicals of
interest (COIl) at specific concentrations and quantities.

» The CFATS regulation applies to facilities across many industries, including:

Chemical manufacturing, storage, anddistribution
Energy and utilities

Agriculture and food

Explosives

Mining

Electronics

Plastics

Universities and laboratories

Paint and coatings

Healthcare and pharmaceuticals
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Chemical Facility Anti-Terrorism Standards

MATIGMAL LASCRATORY

+ Chemical security is not a temporary issue. As threats evolve, the Department
is committed to working with stakeholders to protect the Nation’s highest-risk
chemical infrastructure.




Normwest  |SO/PAS 28000:2007

MATIOMEL, LASDR ATORY

+ ISO/PAS 28000:2007, Specification for security management systems for the
supply chain

» Specifies the requirements for a security management system, including those
aspects critical to security assurance of the supply chain. Security
management is linked to many other aspects of business management.
Aspects include all activities controlled or influenced by organizations that
impact on supply chain security. These other aspects should be considered
directly, where and when they have an impact on security management,
including transporting these goods along the supply chain.

Noriwest  |SO/PAS 28000:2007

MATIOMAL LASCR ATORY

« 1SO 28000:2007 is applicable to all sizes of organizations, from small to
multinational, in manufacturing, service, storage or transportation at any stage
of the production or supply chain that wishes to:

a) establish, implement, maintain and improve a security management system;

b) assure conformance with stated security management policy;

c) demonstrate such conformance to others;

d) seek certification/registration of its security management system by an accredited third
party Certification Body; or

e) make a self-determination and self-declaration of conformance with ISO 28000:2007.

» There are legislative and regulatory codes that address some of the
requirements in 1ISO 28000:2007.

» The ISO standard must be purchased (88 Swiss Francs)
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Noriwest  |SO/PAS 28000:2007
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* How widespread is adoption of ISO 28000:2007, in US and abroad

* What does adoption and compliance with this standard look like in the real
world

~

Pacifi . . . ..
Northwest Containerized intermodal shipping
* The Container Security Initiative (CSI)

* The Global Container Control Programme (CCP)

* The International Ship and Port Facility Security Code (ISPS Code)




Pa?ific Standards for Smaller Scale Production and Fine
orthy Chemicals

» The challenge of custom synthesis
» Disperse market with many participants

» Crossover with botanical extracts / traditional medicine
= Example: strychnine production in India

L

- 5y * o
Strychnos nux-vomica

* Input / discussion with participants

Pacific

Nothwest  (Global Chemical Security Summits
= Are new standards needed
« Are new regional or international organizations needed

» What are the major gaps that need to be filled to increase chemical security,
and are standards (versus regulations, etc.) the best way to achieve this

+ International vs. regional cooperation and organization
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Northwest The Approach: Maturity Model

Maturity Model

» An organized way to convey a path of
experience, wisdom, perfection, or
acculturation.

» The subject of a maturity model can be an
object or things, ways of doing something,
characteristics of
practices or processes.




Northwest  Progression Model: Three Simple Examples

1 2

Prn-g ression
for Human
Mobility

Computer
p Fly 3
sprint

Adding machine Run Three-factor authentication
Slide rule Jog Two-factor authentication
Abacus Walk Unique and strong passwords
Pencil and paper

pap Crawl Strong passwords
Fingers

Simple Passwords

W/ Capability Maturity Model: Three Examples of

Pacif

Nothwest  Increasing Maturity

MATIGHAL LABGRATORY

Practices are optimized

Practices are quantamvey marncged | [

Practices are shared

Practices are defined

Practices are defined

Practices are managed

Practices are ad hoc Practices are measured

Practices are managed

Example 2 Practices are planned
Practices are externally integrated Practices are performed but ad hoc
Practices are internally integrated Practices are incomplete

Practices are managed

Practices are performed

Practices are initiated




:‘ﬁ/ Organization of a Maturity Model

Northwest
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\m Set of topic areas that cover what you are assessing

One or more objectives per domain
Each objective is supported

- Practices at Level 3 -
by a progression of

Practices at Level 2 practices that are unique to
the domain

Practices at Level 1

Practice at Level 3

- Practice at Level 2

Practice at Level 1

Practice at Level 3

Practice at Level 2

Practice at Level 1

W/ Example Set of 10 Supply Chain Security
Domains

z

HATIDNAL LARORATORY

Vetting of
Suppliers and
Vendors

Risk
Management

Access Customer
Management Vetting

Security

Tileis joen Information Incident

Shanng and g Response and

Transportation
and Management

Responsibilities Communications Reporting

Inventory and
Information
Control and

Tracking

Workforce
Management




F"?f‘ Maturity Indicator Level Descriptions

Level Name Description

MILO  Not Performed + MIL1 has not been achieved in the domain
MIL1  [nitiated + Initial practices are performed, but may be ad hoc

MIL2 Performed * Practices are documented
+ Stakeholders are involved
* Adequate resources are provided for the practices
« Standards or guidelines used to guide implementation
* Practices are more complete or advanced than at MIL1

MIL3 Managed * Domain activities are guided by policy (or other directives)
+ Activities periodically reviewed for conformance to policy
* Responsibility and authority for practices are clearly
assigned to personnel with adequate skills and knowledge
* Practices are more complete or advanced than at MIL2

Pacific

Northwest  Special Note about MIL1 Practices

* By design, MIL1 practices may be implemented in an ad hoc manner and still
be considered “Fully Implemented”

* Ad hoc means

= Practice performance may depend on initiative and experience of an individual or team,
without much organizational guidance (policy and/or procedures)

* Methods, tools, techniques, priority, and quality may vary significantly depending on
who is performing the practice or when it is performed

= Lessons learned may not be captured and outcomes may be difficult to repeat

+ Even if ad hoc, the practice needs to meet business and critical infrastructure
objectives to be “Fully Implemented”
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Northwest Scoring Each Practice

The organization’s performance of the practice

4-point answer scale described in the model is ...

Fully implemented Complete

Complete, but with a recognized opportunity for

Largely implemented improvement

Incomplete; there are multiple opportunities for

Partially implemented .
improvement

Not implemented Absent; the practice is not performed in the organization

racic  Using Practice Scores

MATIONAL LABORATORY

» To achieve a Maturity Indicator Level for a domain, all the practices in that
domain for that level (and all lower levels) must have a performance score of
fully or largely implemented.

» A single partially or not implement score for a single practice will keep a Level
from being achieved.

Practice Practice Practice Practice Practice Practice ML 1

1 2 3 4 5 6 Achleved?
Utility A Yes ::,:aggzare
UtilityB No g;: :Vr;wt Not
s Pl = MIL Not
UtilityC No (:;e[ wled VIl Not
Utility D No One Pland one NI =
ML Not Achisved
fs = MIL Not
Utility E No ;v;:v; MIL Not.




MATIONAL LABORATORY

[y

Maturity Indicator Levels
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X2 Comparison of Two Results...
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Northwest  C-TPAT One Method of Assessing Security Risks

* The Customs-Trade Partnership Against Terrorism (C-TPAT) is a
voluntary supply-chain security program led by U.S. Customs and Border
Protection (CBEP) focused on improving the security of private companies’
supply chains with respect to terrorism. hittps //www cbp gov/border-security/ports-
entry/cargo-security/ctpat

* Involves documenting a company’s process for determining and alleviating
security risks throughout their international supply chain.

* In the US, companies with C-TPAT certification are classified as “low risk”
and enjoy fewer customs inspections and enjoy priority in the processing of
their shipments.

* There are over 11,400 certified C-TPAT partners




Pacific

Nothwest 5 Steps in the C-TPAT

1. Identifying Business Partners (directly or indirectly
contracted) and Mapping Material Transport

Conduct a Threat Assessment
Conduct a Vulnerability Assessment
Prepare an Action Plan

Document How Risk Assessments are Conducted

S

racific  Identifying Business Partners and Mapping
~ww=e - Material Transport

Information gathering -- Identify ALL
parties involved in the following
processes:

1) Procurement

2) Production

3) Packing

4) Storage

5) Loading/Unloading

6) Transportation

7) Document Preparation
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\W/t Conduct a Threat Assessment

» Assign a threat risk rating based on the following.
1 - Low Risk — No recent incidents/intelligence/information

2 - Medium Risk — No recent incidents/some
intelligence/information on possible activity
3 - High Risk — Recent incidents and intelligence/information

» A Score of 3 in any of the following areas would deem the supply
chain “High Risk™:
1) Terrorism
2) Contraband Smuggling
3) Human Smuggling
4) Organized Crime

:;{ Conduct a Vulnerability Assessment
MNort

For all business partners in the supply chain
(directly contracted or sub-contracted):

1) Identify the process they perform
2) Verify partners meet applicable minimum
security criteria

3) Rate their compliance within each applicable
minimum-security criteria category (High, Medium,
Low)




o Prepare an Action Plan and Document How Risk
Pacific
Northwest Assessments are Conducted

MATIONAL LABORAT

« Establish a corrective action plan to address
gaps or vulnerabilities found in business
partner’s security programs.

* Document the company’s approach, policies,
and procedures for conducting an
international supply chain security risk
assessment .

MATIONAL LABORATORY
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In the previous exercise you have:

« identified an array of attack scenarios involving
threat agents mounting attacks on Plant Alpha.

+ |dentified preliminary physical, cyber, and
personnel security enhancements Plant Alpha
might implement to reduce or eliminate those
attack pathways.

+ |dentified specific security vulnerabilities in the
Plant Alpha supply chain and chemical lifecycle.

« |dentified specific supply chain security best
practices that could be applied at Plant Alpha
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MATIONAL LABORAT

* You will apply a simply maturity model to Plant Alpha
to evaluate the maturity of its supply chain security

program.
1 i
b — o |
Eg Performed | i
Eg I?\;lia 1:
20 |
| s7]s]e
Domains

Pacific

Northwest  Areas to Consider

Plant Alpha’s Infrastructure: Design, Construction, Testing, and Maintenance
» Business Network Security

» ICS Network Security

* Physical Security

» Personnel Security

+ Acquisition of Materials for Manufacture

* Processing/Manufacture/Storage of Chemicals

» Sale of Products to Customers

* Transport and Delivery of Products

» Waste Management




:ﬂ/ Focus on the Following Supply Chain Maturity

Northwest  Model Domains

1. Risk Management

2. Security Policies, Roles, and Responsibilities
3. Inventory and Information Control and Tracking
4. Access Management

5. Vetting of Suppliers and Vendors

6. Customer Vetting

7. Transportation Management

8. Workforce Management

9

1

. Information Sharing
0.Incident Response and Reporting

Pacific "
Northwest  |[nstructions

+ Reform into groups.

» Go through the maturity model and identify
the maturity of security in each of the three

sample domains.

» Choose a representative to present your
proposed security enhancements this to the
class.
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Thank you
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* QOutline

= Different types of risks with a range of probabilities and consequences

= CFATS

= |SO/PAS 28000:2007 (Specification for security management systems for the supply
chain)

= The Container Security Initiative (CSI)

= The Global Container Control Programme (CCP)

= The International Ship and Port Facility Security Code (ISPS Code)

» Standards for Smaller Scale and Fine Chemicals

= Global Chemical Security Summits
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Chemical Facility Anti-Terrorism Standards

* CFATS is a regulatory program (6 CFR Part 27) established by the U.S.
Department of Homeland Security in 2007 to addresses chemical security by
identifying and regulating high-risk facilities that possess certain chemicals of
interest (COIl) at specific concentrations and quantities.

. The CFATS regulation applies to facilities across many industries, including:

= Chemical manufacturing, storage, anddistribution
Energy and utilities

Agriculture and food

Explosives

Mining

Electronics

Plastics

Universities and laboratories

Paint and coatings

Healthcare and pharmaceuticals

~7 CFATS:
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Chemical Facility Anti-Terrorism Standards

* CFATS is a regulatory program (6 CFR Part 27) established by the U.S.
Department of Homeland Security in 2007 to addresses chemical security by
identifying and regulating high-risk facilities that possess certain chemicals of
interest (COIl) at specific concentrations and quantities.

» The CFATS regulation applies to facilities across many industries, including:

Chemical manufacturing, storage, anddistribution
Energy and utilities

Agriculture and food

Explosives

Mining

Electronics

Plastics

Universities and laboratories

Paint and coatings

Healthcare and pharmaceuticals
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CFATS:
Chemical Facility Anti-Terrorism Standards

+ Chemical security is not a temporary issue. As threats evolve, the Department
is committed to working with stakeholders to protect the Nation’s highest-risk
chemical infrastructure.




Normwest  |SO/PAS 28000:2007

MATIOMEL, LASDR ATORY

+ ISO/PAS 28000:2007, Specification for security management systems for the
supply chain

» Specifies the requirements for a security management system, including those
aspects critical to security assurance of the supply chain. Security
management is linked to many other aspects of business management.
Aspects include all activities controlled or influenced by organizations that
impact on supply chain security. These other aspects should be considered
directly, where and when they have an impact on security management,
including transporting these goods along the supply chain.

Noriwest  |SO/PAS 28000:2007

MATIOMAL LASCR ATORY

« 1SO 28000:2007 is applicable to all sizes of organizations, from small to
multinational, in manufacturing, service, storage or transportation at any stage
of the production or supply chain that wishes to:

a) establish, implement, maintain and improve a security management system;

b) assure conformance with stated security management policy;

c) demonstrate such conformance to others;

d) seek certification/registration of its security management system by an accredited third
party Certification Body; or

e) make a self-determination and self-declaration of conformance with ISO 28000:2007.

» There are legislative and regulatory codes that address some of the
requirements in 1ISO 28000:2007.

» The ISO standard must be purchased (88 Swiss Francs)




Noriwest  |SO/PAS 28000:2007

METIOMAL LASCRATCRT

* How widespread is adoption of ISO 28000:2007, in US and abroad

* What does adoption and compliance with this standard look like in the real
world

~

Nortima Containerized intermodal shipping

MATRCMLL LABER AT

* The Container Security Initiative (CSI)
* The Global Container Control Programme (CCP)
* The International Ship and Port Facility Security Code (ISPS Code)




Pa?ific Standards for Smaller Scale Production and Fine
Chemicals

» The challenge of custom synthesis
» Disperse market with many participants

» Crossover with botanical extracts / traditional medicine
= Example: strychnine production in India

L

- » -
Strychnos nux-vomica

* Input / discussion with participants

Pacific

Nothwest  (Global Chemical Security Summits
= Are new standards needed
« Are new regional or international organizations needed

» What are the major gaps that need to be filled to increase chemical security,
and are standards (versus regulations, etc.) the best way to achieve this

+ International vs. regional cooperation and organization
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In the previous exercise you have:

« identified an array of attack scenarios involving
threat agents mounting attacks on Plant Alpha.

+ |dentified preliminary physical, cyber, and
personnel security enhancements Plant Alpha
might implement to reduce or eliminate those
attack pathways.

« |dentified specific security vulnerabilities in the
Plant Alpha supply chain and chemical lifecycle.

« |dentified specific supply chain security best
practices that could be applied at Plant Alpha

« Conducted maturity modeling of the Plant Alpha
Security program
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* You will make programmatic choices
on security enhancements based on
risk reduction and cost.

* You will be given two different
budgets (50 and 100 lakhs) to
improve your security program

* From the list of available options,
choose the set of security
enhancements that will provide the
most value under each budget.

* Document why you made your
choices.

Pacific
Northwest

\V/ Available Security Options and Costs
t

1. Document physical and cyber security requirements — including
assigning roles and responsibilities. 10 lakhs

2. Install two-factor authentication for remote access to Plant Alpha
business and Control Systems 15 lakhs

3. Require all system upgrades by vendors be performed on site (no
remote access) 10 lakhs

4. Disable direct connections to the control system network from the
business network. 10 lakhs

5. Do not buy hardware or software from countries that have strained
relations with Ruritania 10 lakhs

6. Increase staff security training and awareness programs 10 lakhs

7. Require all staff and contractors with unescorted access to the plant to
have up-to-date security background checks 15 lakhs

8. Conduct security exercises 10 lakhs
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Notwest  Available Security Options and Costs (cont)
1. Add an extra security guard per shift 10 lakhs

2. Install an enhanced security camera and alarms on the plant
fenceline 15 lakhs

3. Forge closer ties to the local law enforcement 1 lakh

4. Place GPS tracking devices on trucks delivering products to
customers 15 lakhs

5. Increase customer vetting via call-backs for order verification,
confirming delivery addresses as valid, requesting the rationale for
ordering “risky” chemicals. 2 lakhs

6. Conduct spot checks to verify the appropriate disposition of
hazardous chemicals by customers 3 lakhs

7. Include security provisions in contracts for the procurement of ICS
4 lakhs

8. Have an independent contractor perform physical and cybersecurity
assessments at Plant Alpha once every two years. 10 lakhs

Pacific

Northwest  |nstructions

* Reform into groups.

« Assuming a budget of 50 lakhs, select the
set of security enhancements that you
believe gives the greatest overall risk
reduction.

« Assuming a budget of 100 lakhs, select the
set of security enhancements that you
believe gives the greatest overall risk
reduction.

* Choose a representative to present your
proposed security enhancements this to the
class.
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Risk Management

- . Monitor
Evaluate
& -

4

Pacific

Thank you




	TP.pdf
	Page 10
	Page 11
	Page 12

	Colour - 8.pdf
	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8




